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Abstract

Software as a service (SaaS) and other contemporary applications rely on the scalable, on-demand resources made
possible by cloud computing, which has changed the way computer services are delivered. SaaS provides numerous
benefits; in particular, it is cheaper, easy to use and readily scalable, but it also means large risks because its
construction is multi-tenant and based on cloud technologies. These risks encompass data theft, unauthorised access,
identity threats as well as compliance concerns, all of which translate to potential hefty monetary and brand losses.
The following paper aims to explore the historical development of and the security issues surrounding cloud
computing with an emphasis on SaaS. Major security issues, for instance, data separation, network insecurity, and
web application risks are described using examples. Moreover, the paper defines the guidelines for the secure SaaS
model and such pillars as encryption, access control, IAM, security audits, and security incidents management. By
integrating these strategies, organisations can mitigate security risks, ensure compliance with regulatory standards,

and maintain user trust while leveraging the full potential of SaaS applications.
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Introduction

In the past, people would use the idea of a cloud to
represent the internet. This application stems mostly
from its generic representation in network diagrams as
a cloud, which is used to expose the transportation of
data over carrier backbones to its ultimate destination
on some other portion of the cloud. This phrase
originated in 1961 and gained widespread use by
year's end [1].

Computing in the cloud is sometimes called internet
computing. Online cloud computing services are
generally available. Users are granted access to
internet resources throughout the internet using
clouds. Cloud computing eliminates the need to
physically store critical resources and makes them
accessible from any location at any time[2]. Cloud
computing is well illustrated by Google Apps, which
can extend services to over a billion devices via the
cloud [3].

Security concerns, however, become more apparent
with the broad use of cloud computing, especially with
SaaS applications. Some of these difficulties include
security breaches, non-authorized access as well as
multi-tenant system weakness.
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These risks require strong secure access protocols, use
of encryption and constant security audit and
overhauls. Staying compliant and having the protection
of better threat detection frameworks add to the
improvement of the SaaS applications’ security
environment[4].

Cloud-based applications of SaaS nature bring
unparalleled convenience and flexibility along with
built-in security risks associated with such software
design. Due to the fact that all users in a multi-tenant
model share the same space, there is a larger
probability that an issue may impact multiple users.
Such threats directly call for the development of a
suitable security framework that singles out measures
aimed at protecting data, preserving users’ confidence,
and enhancing operational reliability. The best practice
is to encrypt data to ensure it is safe both when stored
and when in transit; the second is to bake in robust
constraints for users; and the third is to adhere to all
regulations that govern the use of SaaS while utilising
its advantages. This synchronisation makes certain that
the factors of SaaS that relate to scalability and
accessibility can get the best Systems without
undermining the aspects of security and reliability[5].

This paper's goal is to examine the main security
issues with SaaS applications in cloud computing
settings and to provide solutions to these problems.
Therefore, this paper aims at comparing cloud security
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development over the years and discussing threats like
data leakages, multi-tenancy, and identity management
to ensure organisations get practical guidelines on how
to increase the security, compliance, and reliability of
SaaS apps while remaining cost-effective and reliable
to their users.

Structure of paper

This research is organised as follows: Section II
reviews the evolution of cloud security. Section III
examines challenges in securing SaaS applications.
Section IV discusses best practices for secure SaaS
development. Section V provides recommendations for
improving Saa$ security, and Section VI concludes with
key findings and future research directions.

The Evolution of Cloud Security

Figure 1 shows that the last decade has been the most
formative for cloud computing, which is today
acknowledged as a pervasive and revolutionary
technology [6]. However, centralised computer
systems emerged in the 1950s, marking the conceptual
beginnings of cloud computing. During this era,
mainframe systems were large and prohibitively
expensive, making it impractical for organisations to
allocate individual systems for each user[7]. Instead,
these systems were shared among multiple users,
reflecting the foundational principles of modern cloud
computing.

THE HISTORY OF THE CLOUD
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Cloud computing evolution phases

Also, clearly, not many out of each odd single specialist
expected induction to one reliably as they do today[8].
Taking everything into account, most affiliations would
be two or three machines, and thereafter realise "time-
sharing" plans which engaged various customers to get
to the central concentrated worker PC from related
stations. These stations were referred to as "inept
terminals" since they did not possess any dealing
power whatsoever. This kind of pooled computing
resources is, in the end, the starting point and most
basic explanation of appropriated registration[9].

J.C.R. Licklider, an American PC analyst, proposed
an integrated path of PCs in the 1960s, which was a
watershed moment in distributed computing. In 1969,
"Lick", as he is much of the time known, developed an

unrefined interpretation of the Internet, called the
ARPANET. The ARPANET was the first network to
enable the division of advanced sources among
computers located in different physical locations.
Additionally, Lick envisioned a place where all
individuals would be linked by personal computers
and ready to access data from any location. Sound
unmistakable? Clearly it does; it is the Internet, all
things considered, and a requirement for getting to
every one of the benefits that the cloud sorts it out.

All through the drawn out that followed, various
further movements in cloud advancement showed up.
Consider an example, in 1972, IBM conveyed a working
structure (OS) called the Virtual Machine (VM) working
system[10]. Virtualisation is the one which is a virtual
PC that acts similarly as a certifiable one, and acts with
an operational OS. The thought progressed with the
Internet, and associations began offering "virtual"
private associations which could be rented as
assistance, in the end inciting the improvement of the
bleeding edge conveyed processing establishment
during the 1990s [11].

Security Threats with Current Cloud Computing

The following are examples of some of the most
prevalent risks to data security in the modern cloud:

Data breaches

The most prevalent sort of information security event
is data breaches, which may result in significant
financial losses for companies [12]. When malicious
actors have illegal access to data stored in the cloud, a
data breach may ensue. Data breach symbolic
representation is shown below in Figure 2.

Data breach symbolic image

Malware

Software with the intent to steal information, harm
systems, or impede operations is known as malware
[13]. Email attachments, malicious websites, and
software vulnerabilities are the three main vectors via
which malware may attack cloud-based systems. The
symbolic representation of malware is shown below in
Figure 3.
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Malware symbolic image
Phishing attacks

Phishing attacks aim to deceive users into divulging
confidential information, such login credentials or
financial details [14]. Any number of channels,
including email, social media, and fraudulent websites,
may be used to launch phishing attacks. Figure 4
displays a symbolic picture used in phishing.

Phishing symbolic image

Denial-of-service attacks

The goal of a denial-of-service attack is to prevent
legitimate users from accessing a cloud-based system
by flooding it with traffic [15]. Botnets, which are
basically just networks of infected computers, may be
used to launch DoS assaults. The symbolic
representation of a denial-of-service attack is shown
below in Figure 5.

:

Target Server,

Attacker
user

Denial-of-service symbolic image

Here are a few real-life examples to help you
understand how breaches might affect organisations
that are housed in the cloud. Considering that an
increasing number of businesses utilise cloud-based
data storage, the instances of cloud data breaches have
also escalated. Managers might have financial and

image-related losses if a cloud data leak

occurs[16][17].
Challenges In Securing Saas Applications

Since software as a service application rely on cloud
infrastructure and a multi-tenant architecture, their
security is of the utmost importance. Information
leakage, unauthorised access, veil threats in
virtualisation, and sharable access are significant
security issues. Solving these problems requires
utilisation of suitable data encryption methods,
stringent data access controls, and efficient
mechanisms for separation of tenant data. Employing
and incorporating high risk threat detection systems,
along with following the guidelines of organisations
like the GDPR or HIPAA are also important [4]. It is
suggested to perform the monitoring and security
audits repeatedly with the aim to track all new threats
successfully to create strong security of the SaaS
environment [18].

Security issues in SaaS

Data security and access control are only two of the
many new issues brought about by the paradigm shift
to cloud computing [19]. Over the past decade,
extensively explored these challenges, contributing to a
deeper understanding of critical security concerns in
cloud environments discussed in Figure 6 and points
mentioned below:

Information Security

Data that is sensitive to an enterprise remains inside
the organisation's boundaries in a conventional on-

671| International Journal of Current Engineering and Technology, Vol.11, No.4 (Nov/Dec 2021)



Abhishek and Pranav Khare

Cloud Security Challenges: Implementing Best Practices for Secure SaaS Application Development

premise application deployment architecture, where it
is protected by the company's rules for physical,
logical, and human access control. In contrast, the SaaS
provider ends up storing company data outside of the
enterprise perimeter [20].

Network Security

The SaaS provider ends up storing sensitive data that
has been processed by the SaaS application after
receiving it from the organisations. Protecting sensitive
information from leaking out requires securing every
data flow across the network. This necessitates the
implementation of robust security measures for
network traffic encryption, including SSL and TLS [21].

Resource Locality

In software as a service (SaaS) cloud environment, end
users use the services offered by cloud providers—
possibly in different legal domains—without fully
understanding where the resources for these services
are stored [22]. This presents a possible issue in the
event of conflicts, which are sometimes beyond cloud
providers' control. In many  organisational
architectures, data localisation is crucial due to
compliance and data privacy regulations in different
nations[23].

Cloud standards

Cloud standards from several standard-setting bodies
are necessary to establish interoperability and to
improve the stability and security of clouds. For
instance, it's possible that one cloud provider's storage
services aren't compatible with another provider's
[24]. Cloud service companies sometimes use so-called
"sticky services" to hold onto consumers; these
services make it hard for users to switch providers; for
example, Google Drive and IBM Blue Cloud aren't
compatible with Amazon S3.

Data Segregation

A key feature of cloud computing is multi-tenancy.
Thanks to multitenancy, SaaS systems can
accommodate numerous users' data storage needs.
There will be no separation of consumers' data in this
scenario. It is feasible for other users to access the data
of other users in this environment [25]. Hacking via the
application's vulnerabilities or inserting client code
into the SaaS system are two ways to accomplish this
breach.

Data Access

The security guidelines that users are given while
accessing data are the primary cause of data access
issues. Generally speaking, a small company may utilise
a cloud service offered by another supplier to conduct

its operations [26]. Each employee of this company will
have access to a specific collection of data depending
on its own security regulations.

Web application security

SaaS is software that may be installed on a personal
computer or local area network and/or operate behind
a firewall. Among the primary features are network-
based access to and administration of commercial
software, the ability to administer operations from
centralised locations rather than at each customer's
site, and the ability for customers to access
applications remotely over the Web [27].

Data breaches

A breach in the cloud environment might possibly
affect the data of all users since it contains data from
different users and business organisations. The cloud,
therefore, becomes a very valuable target. According to
the Verizon Business Breach Report blog, external
criminals are the biggest danger (73 percent), but it
have the least effect (30,000 compromised data), which
leads to a weakness in virtualisation.

Backup

Applications hosted in the cloud are not well-suited to
the conventional backup strategies used by legacy
applications and data centres, which were mostly
developed for consumer and web-based apps. In order
to enable rapid recovery in the event of catastrophes,
the SaaS provider must provide frequent backup of all
important company data [28].

Identity management and sign-on process

The field known as identity management (IdM) or ID
management focusses on a system's ability to identify
users and govern their access to its resources by
imposing constraints on their identities. Many see this
as a major obstacle to effective information security
[29].

Implementing Best Practices for Secure Saas
Development

This section focuses on essential best practices for
ensuring security in SaaS solutions. It focuses on
measures that would ensure proper design and
implementation to avoid leakage of users' data and
compromise of the system.

Data Encryption and Protection

Security of data is a crucial aspect in relation to SaaS,
where confidentiality, integrity and availability of
information are critical hallmarks of SaaS security,
where the information is protected even when it is
being transferred from the client to the server.
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Encryption and key management best practices applied
in practice lower the likelihood of data leaks and
unauthorised data access.

Encryption at Rest and in Transit

Provider security mechanisms apply strong Data
Encryption Standard, especially Advanced Encryption
Standard - AES 256 when data is stored, which
encompasses file systems and databases. For data in
transit there is a use of protocols like TLS 1.2 or higher
in the communication between clients and servers.
Even in the case of data intercepture or physical entry,
these safeguards will prevent unauthorised access
[30].

Key Management Strategies

The essence of the security of encryption is based on a
pair of keys used for the purpose of encryption and
decryption. Azure Key Vault as well as AWS KMS are
integrated tools for managing the keys to solutions.
These services help to consolidate key storage and
offer controls for rotating keys to lower exposure while
offering strong access measures. Another option for
managing or storing keys is by using a tamper resistant
platform known as a Hardware Security Module (HSM).

Identity and Access Management (IAM)

To control and ultimately constraint the number of
users accessing SaaS services, there must be IAM. This
will guarantee the ‘ that only the privileged user can
perform certain operations or retrieve some data.

Role-Based Access Control (RBAC):

RBAC is a security measure that only gives users
authorisation to those portions of a system that it
require for their roles. This is much easier for
preventing privilege abuse. For instance, the
developers can only be allowed to work in the
development environments, while the auditors are
only allowed to view logs [31].

Multi-Factor Authentication (MFA)

MFA is an additional security feature in which the
client has to employ not only an identity password but
also undergo time-based OTP or biometric check. The
popular applications for MFA include Google
Authenticator or YubiKey; in general, such tools
provide great protection against credential stuffing
[32].

Application Security Best Practices

Application security concerns itself with safeguarding
SaaS software against threats and exploits by use of
secure programming and liable testing procedures.

Secure Coding Standards

To limit the effects of continually occurring
vulnerabilities as the SQL injection and cross-site
scripting (XSS), the developers should follow the good
coding practices like the ones stated in the OWASP Top
10. With parameterised queries and validated input,
the development is safe from a SQL injection attack
[33].

Regular Security Testing
Assessments

and Vulnerability

Static and dynamic testing is done with the aim of
detecting risks in as early as the development and
deployment phases. These are done by prone
applications such as Veracode and OWASP ZAP to
provide assurance of the application’s strength.

Network Security

Network security helps to prevent unauthorised access
and in addition protect the SaaS infrastructure from
cyber threats [34].

Firewalls and Intrusion Detection/Prevention
Systems (IDS/IPS)

There are Application layer Firewalls like Web
Application Firewall to screen the traffic and prevent
SaaS apps from DDoS and other suspicious requests.
IDS/IPS systems assume the role of supervision and
detection of active intrusions, making for an aggressive
protection strategy.

Secure VPNs and Network Segmentation

VPN protocols such as OpenVPN assure the creation of
secure encrypted channels between endpoints.
Through isolation of a network by partitioning certain
segments of a network (like the production,
development, and testing segments), the network is
actually bolstered in terms of security.

Incident Response and Recovery

Mitigation of damage and insurance of the company
stability during the period of security infringement
obliges the usage of proper incident response and
recovery approaches.

Establishing an Incident Response Plan

This implies that if an organisation has an incident
response strategy then such security event may even
be better detected, contained, and mitigated. The plan
helps businesses react quickly and efficiently to
breaches by outlining procedures for recovery and root
cause investigation.
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Backup and Disaster Recovery Mechanisms

Regular backups, coupled with automated recovery
systems, ensure data integrity and availability during
outages or cyberattacks. Tools like AWS Elastic Block
Store (EBS) snapshots provide point-in-time recovery
options, while geographically dispersed backup storage
adds redundancy for added resilience.

Literature Review

Cloud security and best practices for protecting
SaaS applications are discussed in this part of the
research. The reviewed work primarily focuses on key
security risks, mitigation strategies, compliance
requirements, and emerging trends in SaaS
development methodologies.

In this study, Xu, Zhang and Shuang (2016) present
to pose a novel solution that combines the unified data
collection with a hybrid data storage and analysis,
which provides strong customisation through the web
service. They had implemented the proposed
framework called Log on Cloud (LOC). Through
extensive experiments, they demonstrated the
effectiveness of this framework. However, more and
more services are popping up online due to the
popularity of cloud computing and service
computing[35].

In this study, Akinrolabu, New and Martin (2019)
evaluating the potential dangers of a SaaS service that
runs on several clouds requires doing a case study to
prove that a supply chain inclusive risk assessment
technique is effective. CSPs can use the CSCCRA model
to analyse the risk of the SaaS application, determine
the monetary value of the risk, and identify critical
suppliers. The model also helps CSPs map their supply
chain and identify weak security spots within the
chain. The CSCCRA approach is innovative in that it
allows CSPs to do risk assessments more often in
reaction to changes in the supply chain, and it adjusts
to the ever-changing cloud environment, which is
crucial for the delivery of SaaS applications[36].

In this work, Lopez-Viana et al. (2020) shows how
customised SaaS upgrades on CDs at the edge of the
IoT have been successful. This might open up new IoT-
edge business models. A CD process flow for
customised SaaS apps at edge nodes and an
architectural architecture of a highly distributed (cloud
and edge) loT system are presented in this paper. The
CD process flow and the architectural concept are both
implemented in a precision agricultural case study[37].
In this study, Ghaffari, Gharaee and Forouzandehdoust
(2017) to propose a reference model and practical
guidance for safeguarding cloud computing
environments by combining security requirements and
division of duties models. The suggested security
reference model takes into account the security
controls and needs for every cloud tier as well as for
each service type. Further, it makes the management of
security measures distinct from the duties of the cloud
provider and the cloud client. People interested in

providing or using cloud computing environments may
find this document immediately helpful as it covers all
the essentials of security protocol[38].

This study, Bhajantri and Mujawar (2019)
investigates a range of security concerns from each of
these angles. In addition to introducing the idea of
Identity and Access Control in the cloud, the article
provides a concise overview of the security concerns at
the infrastructure and data levels. Additionally, many
approaches to address or prevent cloud security
vulnerabilities are covered. Through the use of third-
party cloud service providers, cloud computing makes
it possible to tap into a common pool of resources. It
has several advantages, including efficiency, scalability,
adaptability, minimal operating costs, and more[39].

Conclusion and Future Scope

This paper has discussed the development of cloud
computing and the main security threats related to the
SaaS model, such as unauthorised access, sharing of the
tenant space, and network threats. Hence, in worrying
over these challenges, the paper underlines effective
solutions like the ones discussed above, including
medio- and long-term goals of an all-encompassing
security approach encompassing reliable encryption,
access, and security assessment mechanisms.
Safeguarding the quality of data content, adherence to
related regulations and retaining the confidence of
users is critical to fully unlocking SaaS solutions.
Protection of data and risk reduction in the dynamic
interconnected environment is possible only through
such measures.

Future research should then address development
of more flexible security paradigms for SaaS
environments relying on Al and ML to detect and
mitigate emerging threats. Additionally, exploring
blockchain-based solutions for enhancing data privacy
and implementing decentralised access controls can
address limitations in current security models. As
regulatory requirements evolve, further studies are
needed to evaluate the effectiveness of compliance
mechanisms and their integration into SaaS security
strategies. Finally, collaborative efforts between
academia and industry will be crucial to drive
innovation in creating more resilient and secure cloud-
based applications.
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