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Abstract

Wireless sensor network(WSN) is collection of sensor nodes and it is self configuring, dynamically changing, multi hop
wireless network which forms a communication network via multi hop wireless network connection. Nodes in the network
communicate with another node if it lies within the transmission range. Every node act as source and router in the
network .Such sensor network is used in wide range of applications. In WSN security is very challenging and growing
research field because of some kind of novel attacks i.e clone attack because of its dynamic nature. clone avoidance is
one of the key problem in WSNs as clone avoidance in network is essential for security of sensor nodes ,data
confidentiality, and for better performance of the network. The proposed approach uses the concept of threshold to avoid
clone attack in the network, the key idea is to use sensor nodes crosses the maximum threshold do not consider in the
path. The proposed approach (TBCA-AODV) is able to avoid clone nodes from the path and will increase the network
performance. The simulation done in ns-2 and the proposed algorithm is compared with existing AODV and AODV with

Clone attack and is performance better in case of throughput and packet delivery ratio of the network.
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1. Introduction

A wireless sensor network consists of spatially tribute
autonomous sensors to  monitor physical or
environmental conditions. Wireless sensor networks can
be deployed in harsh environments to fulfill both military
and civil applications. A Wireless Sensor Network is a
collection of sensors with limited resources that
collaborate to achieve a common goal. They are often
unattended and prone to different kinds of novel attacks
due to their operating nature. Due to their operating nature
there are some kinds of novel attacks are possible in WSN
known as Black hole attack, Worm hole, Sybil attack etc.

six different inoculants system having the same quantity
and on the same base chemical composition of iron melt.

A. Cloning Attack

The most common attack in WSN is clone attack.
Avoidance of clone attack is more challenging issue in
WSN. An adversary may captured sensors and deploy
them in the network to launch a variety of malicious
activities. This is referred to as clone attack. Replicating a
node implies cloning the node ID and all the cryptographic
material that is associated to that ID. Hence clone node
can communicate with other as legitimate nodes and
being identified as a legitimate one .Once cloned nodes are
deployed in the network , the adversary can use them in

*Correspondinh author: Sharanjit Kaur

several malicious ways and accept data packets from other
legitimate nodes and drop these packets in the network..
The clone attack is very convenient for an adversary.
Moreover, avoidance of such attack is very challenging,
since a clone cannot be easily avoid and detected with
only local topology knowledge.

B. AODV
AODV is an on-demand, single path, loop-free distance
vector protocol. It combines the on-demand route

discovery mechanism in DSR with the concept of
destination sequence numbers from DSDV. However,
unlike DSR which uses source routing, AODV takes a
hop-by-hop routing approach.

1. Route Discovery and Maintenance
1.1 Route Discovery

In on-demand protocols, route discovery procedure is used
by nodes to obtain routes on an ‘as needed’ basis. In
AODV, route discovery works as follows. Whenever a
traffic source needs a route to a destination, it initiates a
route discovery by flooding a route request (RREQ) for
the destination in the network and then waits for a route
reply (RREP). When an intermediate node receives the
first copy of a RREQ packet, it sets up a reverse path to
the source using the previous hop of the RREQ as the next
hop on the reverse path. In addition, if
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there is a valid route available for the destination, it
unicast a RREP back to the source via the reverse path;
otherwise, it re-broadcasts the RREQ packet. Duplicate
copies of the RREQ are immediately discarded upon
reception at every node. The destination on receiving the
first copy of a RREQ packet forms a reverse path in the
same way as the intermediate nodes; it also uni cast a
RREP back to the source along the reverse path. As the
RREP proceeds towards the source, it establishes a
forward path to the destination at each hop.

1.2 Route Maintenance

Route maintenance is done by means of route error
(RERR) packets. When an intermediate node detects link
failure (via a link-layer feedback, e.g.), it generates a
RERR packet. The RERR propagates towards all traffic
sources having a route via the failed link, and erases all
broken routes on the way. A source upon receiving the
RERR initiates a new route discovery if it still needs the
route. Apart from this route maintenance mechanism,
AODV also has a timer-based mechanism to purge stale
routes.

The graphs must be properly drawn in MS excel.
Please note that all the legends should be drawn in the MS
excel single file. They are not to be inserted in MS Word
which will affect the formatting of the template. Care
should also be taken to keep the font as Times New
Roman. As the default font in Excel is Calibri. So the
graphs by default take it. The authors are required to keep
the font as Times New Roman.

2. Literature Survey

Kanagavalli.N et al. (2013) proposed scheme is based on
mobile sink server which determines the parameters such
as traffic, time and bandwidth of all the mobile sink. An
uncompromised mobile node should never move at speeds
in excess of the system-configured maximum speed. If the
node misbehaves it revokes and assign MS randomly.
Thus the replication of node and its identity can be
resolved. Hence data collection can be done in secure
manner.

Lou Yanxiang, et al. (2012) Node replication attack is
a great threat to the security of wireless sensor networks.
Existing detection protocols fail to hold in mobile WSNs,
or if nodes collude to subvert the detection protocol. In
this paper, a novel scheme for detecting node clone attacks
in mobile WSNs, namely the Single Hop Detection (SHD)
protocol, which is fully distributed in that all
communication happens between single hop neighbors,
highly robust against node colluding, and highly efficient.

Animesh Patcha et al. (2003) The security of the ad
hoc network routing protocols is still an open problem and
deserves more research work. With the wide spread usage
of the intemet as a shopping place, and the fast spread of
wireless mobile units in the battle field and search and
rescue missions, secure and reliable transfer of data
especially audio and video data is the major challenge of
the day. Therefore, there is strong need, now more than
ever, for secure applications in the wireless world. This
paper presents some extensions to the watchdog concept in
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scenarios where there is no a priori trust relationship
between the nodes. Our initial results are promising and
they indicate a solution towards the detection and isolation
of malicious nodes in the network either working alone or
colluding with other malicious nodes to bring the network
down. They leads and design an efficient mechanism
which can he smoothly integrated into current protocols to
establish safe routes when false routing information is
discovered. The results will help us design a more secure
ad hoc routing protocol.

3. Problem Formulation

AODV is very efficient routing protocol used in WSN. As
it is an on demand protocol paths are only created, when
data transfer is needed but AODV do not provide any
security measures and hence it is very vulnerable to
different kind of attacks. Clone attack is one of the most
common and harmful attack that can compromise the
confidentiality and can reduce the Qos of routing protocol.
There are different researches that can avoid the clone
attack but they need to use authentication techniques or
locations of every node in the network .Which has its own
extra overhead.

Assumptions

e If node A can hear node B that implies that B can also
hear node A.

e  Threshold value is same for every node initially.

e The threshold is taken according to simulation time
and data rate and mobility in the network , the value
of threshold is 50.

e Clone has the property of dropping packets.

4. Threshold based Clone Avoidance Protocol
A. Proposed Algorithm

Although AODV is on demand routing protocol paths are
only created , when data transfer is needed but AODV do
not provide any security measures and hence it is very
vulnerable to different kind of attacks. Clone attack is one
of the most common and harmful attack that can
compromise the confidentiality and can reduce the QoS of
routing Protocol.

To overcome this problem we proposed and approach
TBCA (Threshold Based Clone Avoidance AODV) the
proposed approach works on the basis of the packet drop
of the node. When any node drop packets in the path,
neighboring nodes increment its drop counter. If the
packet drop counter exceeds the THRESHOLD level in
the network then that node is termed as clone node and an
route error message (REER) is issued to the source.

If (path exits for destination)
{Distribute data among paths}

Else
{initiate route discovery}
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Route discovery process
Send RREQ(); // RREQ->buffer is initiated 0
Packet Reception Route

Recv packet ()

{
If (pkt_Drop_Count> Threshold)
{

RT_Status = Down
Route error()
Send RREQ();

}
Recv REQ()

{
If (Threshod< node_drop_count)
{

Drop_request;

Else
{ I/ exiting AODV code

}

A source upon receiving the RERR initiates a new route
discovery. Source initiates a new path discovery with
RREQ.

The node send an REER message to source and source
initiate a threshold to zero of every node and send RREQ
message to discover a new path from source to destination
and check threshold value of every node which comes in
the path. The node in the path with high threshold is avoid
from the path and clam as clone node in the network and
data is send to next legitimate node in the path.

5. Simulation Results

The proposed protocol is experimented in the simulated
environment with NS2. The MAC layer is based on IEEE
802.11 distributed coordination function.. The nodes are
deploy randomly in area of 1000X1000 with 50 nodes.
The simulation run is for 200 simulated seconds. The
channel Propagation model we used is the 2-ray ground
reflection model The threshold is of maximum 50 packets,
threshold is variable that is count the dropped packets by a
node. The interface queue is another queue that works
between network and MAC layer and is taken 50 in the
simulation scenarios. The detailed description of the
simulation scenario is given in table 5.1

Table 5.1 Simulation Parameters

Parameters Value
Dimension 1000x1000m2
Number of Nodes 50
Simulation Time 200s
Number of Connections 0-6(Variable)
Packet Size 1460 bytes
MAC Layer IEEE 802.11
Threshold 50
Propagation Radio Model Two Ray Ground
Physical Layer Bandwidth 2Mb/s
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5.1 Performance and Results

In order to investigate the performance of protocols, using
the following performance metrics:

A. Performance Metrics
1. Packet Delivery Ratio

The packet delivery ratio in this simulation is defined as
the ratio between the number of packets sent from constant
bit rate sources (CBR, application layer) and the number
of receiving packets by the CBR sink at destination. It
specifies the packet loss rate, which limits the maximum
throughput of the network.

2. Average End to End Delay

This metric represents an average end-to-end delay and
indicates how long it took for a packet to travel from the
source to the application layer of the destination. It
includes all possible delay caused by buffering during
route discovery latency, transmission delays at the MAC,
queuing at interface queue, and propagation and transfer
time. It is measured in seconds.

3. Throughput

Throughput is total packets success fully delivered to
individual destination over total time.

5.2 Results and Discussions
Fig 1, 2 and 3 show the Comparison of AODV and AODV

with Attack based on Packet Delivery Ratio, average end
to end delay and throughput at threshold 50
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Fig. 1 Comparison of AODV and AODV with Attack
based on Packet Delivery Ratio on threshold 50 .
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Fig. 2 Comparison of AODV and AODV with Attack
based on Average End to End Delay on threshold 50.
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The packet delivery ratio comes to very less than normal
AODV protocol When clone node come in the path from
source to destination because clone nodes drop maximum
packets, so that the ratio of number of packet sent by
source and number of packets received by destination is
less than AODV.

The end to end delay of AODV and AODV with Clone
Attack comes out larger than AODV because clone nodes
drop maximum packets in path so very less packets are
delivered at destination .Due to which the queue delay
increases hence the total delay comes out to be large than
AODV.

160
140
120

100

80 —-— AODV
0 —+— ACDV-ATTACK

Throughput

40
20

1 2 3 4 5 6

No. of Connections

Fig. 3 Comparison of AODV and AODV with Attack
based on Throughput on threshold 50

Throughput is total number of packets received per
second. Clone nodes in the path has very bad effect on the
throughput of the network as shown in figure 2 the
Throughput of the network of AODV with attack are
comes out less than AODV. Because clone nodes drop
packets, they do not forward packets further in the path.
Due to which very less packet received at destination
hence overall throughput of the network decreases.

Fig 4, 5 and 6 show the Comparison of
AODV_ATTACK and TBCA_AODV based on Packet
Delivery Ratio, average end to end delay and throughput
at threshold 50
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Fig. 4 Comparison of AODV- ATTACK and TBCA-
AODV based on Packet Delivery Ratio on threshold 50.

Packet Delivery Ratio comes out large than AODV-
ATTACK when clone nodes are avoid from the path using
TBCA-AODV in the network maximum packets are
delivered at destination, which increases the network
performance.
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Fig. 5 Comparison of AODV- ATTACK and TBCA-
AODV based on Average End to End Delay on threshold
50

Clone nodes drop maximum packets and avoid from the
path so only delivered packets are considered in end to end
delay due to which the average end to end delay of TBCA-
AODYV is increased.
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Fig. 6 Comparison of AODV- ATTACK and TBCA-
AODV based on Throughput on threshold 50 .

The throughput are increased in TBCA-AODV because
when we avoid clone nodes from the path in the network
maximum packets are delivered at destination per second
through which throughput of whole network is increased.

Fig 7, 8 and 9 show the comparison of AODV ,
AODV_ATTACK and TBCA_AODV and based on
Packet Delivery Ratio, average end to end delay and
throughput at threshold 50.

Graphs present the overall performance of the network
in which throughput increases with TBCA_AODV and
delay comes maximum.
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Fig. 7 Comparison of AODV , AODV- ATTACK and
TBCA-AODV based on Packet Delivery Ratio on
threshold 50.
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Fig 7 shows the comparison between AODV, AODV-
ATTACK and TBCA-AODV using threshold 50. The
packet delivery ratio of TBCA-AODV is approximately
same as AODV and large than AODV-ATTACK. Because
TBCA-AODV do not accept those nodes whose threshold
is greater than 50 so it avoid clone nodes from the path
due to which less packets are drop in the path which
increased the packet delivery ration of whole network.
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Fig. 8 Comparison of AODV- ATTACK and TBCA-
AODV based on Average End to End Delay on threshold
50

Fig 8 illustrates the comparison of AODV, AODV-
ATTACK and TBCA-AODV with respect to end to end
delay when threshold is 50, when source send RREQ for
new path discovery in the network delay increases and
only delivered packets are considered in end to end delay.
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Fig. 9 Comparison of AODV- ATTACK and TBCA-
AODV based on Throughput on threshold 50.

Fig 9 shows the throughput results at threshold 50.The
throughput of TBCA-AODV is approximately same as
AODYV and greater than AODV-ATTACK. Due to clone
avoidance from the path less packets are dropped in the
path that is maximum number of packets are delivered per
second at destination which increase the network
throughput and increases the overall performance of the
network.

Conclusions

A wireless sensor network is a collection of sensor nodes
that communicate with each other by single and multi-hop
radio network and maintain connectivity management
without an existing infrastructure. These kind of networks
are expected to have a very important role in military and
civilian applications. To design clone attack avoidance
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protocol from the network to improve the network
performance is a challenging issue. The goal of this
research is provide new solution to avoid to clone nodes
from the network and enhance the network performance.

The proposed Protocol ha following features:

1) The proposed protocol TBCA-AODV is single path
routing protocol , which is able to avoid clone node
from the path by using Threshold value.

2) It choose those nodes which has less threshold than
maximum threshold , which helps to avoid clone
nodes from the path.

The simulation is done in NS2 and comparison of existing
AODV, AODV-ATTACK and TBCA-AODV is done by
varying the number of connections by using maximum
threshold 50.The proposed protocol surpassed the existing
AODV by means of packet delivery ratio, average end to
end delay and throughput. Based on the results the
conclusion can be made that the proposed protocol is
avoid clone attack in the network and hence enhance the
performance of the network and ultimately provide us
better throughput and packet delivery ratio in the network..
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