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Abstract  
  
The increasingly rapid growth of IoT devices has resulted in an unprecedented rise in the amount of data from these 
sources. Thus, there will be an utmost need for efficient and secured handling of all increasing volumes and varieties 
of data at different speeds. Data get collected from heterogeneous sensors and are then preprocessed using Z-score 
normalization and k-NN imputation methods to increase the quality and consistency of the data. The proposed 
solution is based on an edge-to-cloud architecture implementing lightweight encryption, robust data preprocessing, 
and elastic cloud storage to solve the problems of latency, scalability, and confidentiality of data. The encryption of 
data is performed by the ChaCha20-Poly1305 algorithm, which is fast and secure, custom-made for IoT applications 
with resource constraints. The encrypted data will be stored in cloud infrastructure that scales dynamically as per 
workload requirements. The performance evaluation assures the trustworthiness of the solution in managing massive 
IoT operations, reducing latency, maintaining data integrity, and its ability to scale. The maximum latency recorded 
was 220 ms at a high device load; encryption time scaled linearly with increasing plaintext size to 90 seconds, 
whereas scalability remained above 95% with less than 0.2% packet loss rate. 
 
Keywords: Edge-to-Cloud Architecture, IoT Data Management, ChaCha20-Poly1305 Encryption, Z-score 
Normalization, Lightweight Security, Scalability, Cloud Storage. 
 
 
1. Introduction 
 

The ongoing incredible development in IoT is making a 
change in the innovation process concerning the way 
devices operate in terms of data collection and analysis 
[1]. Connected sensors and smart devices numbered in 
billions and distributed across healthcare, 
manufacturing, transport, agriculture, etc., create an 
insatiable demand for effective data storage, 
processing, and analysis [2]. Therefore, one of the most 
effective enablers for the Internet of Things is cloud 
computing, which provides on-demand computing 
resources, virtually unlimited storage, and great 
scalability [3]. The complementing roles of IoT and 
cloud services give rise to edge-to-cloud systems 
wherein data from the edge is processed, stored, and 
managed by the cloud [4]. Such architecture means 
better decision-making, predictive analytics, and real-
time monitoring [5]. However, building an intelligent 
and seamless edge-to-cloud ecosystem [6], while 
recognizing the peculiarities of development addresses 
requirements for the harmonization of distribution 
computing pertaining to network efficiency and 
secured management of data, besides secure 
availability fulfilled within particular real-world 
application needs [7]. 
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The merging of cloud computing with the IoT is where 
the whole onus is placed on the increase in demand for 
characteristically real-time decisions, very low latency 
in communications, and data processing done at scale 
[8]. Traditional centralized systems suffer very much 
when it comes to maintain massive volumes, high 
velocity, and great variety of data being generated by 
IoT devices [9]. Ideal for the purpose of processing 
such data at large scales would be a cloud platform that 
offers great flexibility and elastic infrastructure [10]. 
When technology becomes better, edge computing can, 
in effect, shift intelligence towards the data source, 
thus ensuring prompt responses and relieving central 
systems [11]. The union of edge and cloud systems 
results in a hybrid architecture favoring many 
emerging use cases: autonomous vehicles, smart cities, 
and remote healthcare [12]. Price drop in hardware 
has aided by greater wireless connectivity and 
consistent improvements in AI/ML techniques, all 
resulting in the rapid adoption of Edge-Cloud systems 
across consumer and industrial domains [13]. 

Multiple hurdles exist toward completely 
commercializing edge-to-cloud systems [14]. Evidently, 
data security and privacy are some, wherein sensitive 
IoT-borne information has to travel the risky networks 
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and is stored in the cloud environments [15]. Latency 
too might be another issue in case heavy computations 
are assigned to cloud servers, especially for mission-
critical applications that require a response instantly 
[16]. Bad connection or low bandwidth will also be 
another impediment to the movement of data and 
performance by the system [17]. Integration problems 
can be a disadvantage where really technical 
management is required to guarantee an 
interoperability of heterogeneous devices, 
communication protocols, and cloud services [18]. 
With an increased demand for cloud services, the costs 
incurred in such scenarios lacking continuous 
processing of data, massive analytics, and extremely 
advanced AI blend becomes greater [19]. Such 
limitations necessarily demand that design and 
optimization be thought about in the systematic 
development of scalable edge-to-cloud systems [20]. 

It needs to be adopted a layered intelligent edge-to-
cloud architecture for solving the problems of 
integrating IoT and cloud computing [21]. Another best 
practice under study in the improvement of edge 
computing is data processing at or near the source 
before it moves to the cloud, where latency and 
bandwidth are entrapped to a greater extent [22]. 
Localized training could also adopt federated learning 
and distributed AI models, both of which would hijack 
very little raw data from each source but enhance 
privacy, protection, and risk [23]. Secure 
communication protocols could include end-to-end 
encryption and blockchain technologies to uphold 
integrity and trust in data across those devices [24]. 
Mutual standardization and interoperability 
frameworks will also ease the integration of systems 
and ensure compatibility across various platforms and 
devices [25]. Strategies for optimizing cloud resources, 
including pay-per-use pricing models, will deal with 
cost considerations [26]. Along the same lines, strategic 
and technology-driven approaches would be able to 
provide scalability, intelligence, and security for edge-
to-cloud systems at the needed levels for next-
generation IoT applications. 

 
1.1 Contributions 
 
• The ChaCha20-Poly1305 algorithm has been 

implemented to ensure that fast and yet resource-
efficient encryption can be achieved in drone 
environments that lack computation capabilities.  

• Some preprocessing techniques such as Z-score 
normalization and k-NN imputation were 
introduced at the edge to enhance data quality 
while reducing transmission overhead and 
improving the subsequent processing efficiency.  

• Developed a cloud-based storage and processing 
model with benefits in elastic scaling, assuring high 
availability and performance regardless of any 
variation in loads coming from IoT devices.  

• Validated through latency, encryption time, 
scalability, and packet loss metrics, the proposed 

architecture was proved to be strong and 
adaptable in real-world edge-to-cloud scenarios. 

 
2. Literature Survey 
 
According to research, the integration of ethnography 
with big data analytics improves cardiology research 
by contextualizing data insights, cost-effectiveness, 
better decision-making, and addressing systemic 
challenges in healthcare to achieve enhanced patient 
care [27]. Health Fog is a hybrid system that integrates 
IoT, fog, and cloud computing with deep learning for 
early diagnosis of cardiac and infectious diseases, 
ensuring low-latency processing, continuous 
monitoring, and accurate real-time health predictions 
[28]. Research attempts to combat climate change via 
green logistics, wherein hybrid AI models and 
sustainable machine learning technologies deliver deep 
learning and optimization algorithms to reduce carbon 
emissions, improve routing efficiency, vehicle 
performance, and sustainable resource allocation [29]. 
A security framework provides cloud data protection 
through public key ciphering, digital signatures, and 
SHA-256. By employing secure transmission 
techniques, strong key management, and complete 
cryptographic validations, the framework guarantees 
confidentiality, integrity, and authenticity of data [30]. 
Improvements in cloud data security through Triple 
DES include secure key management, enhanced 
encryption/decryption stages, and performance 
improvements via key scheduling and parallel 
processing; thus, providing better protection than 
standard DES for cloud environments [31]. An AI-
aligned model incorporating SDOH, EHRs, Multi-Omics 
Data, and Resource Optimization is proposed for more 
effective aging chronic care that is personalized, 
efficient, fair-in-health provisioning, scalable, and cost-
optimized [32]. 

A hybrid neural fuzzy learning model integrates 
IoT, cloud computing, and AI to improve healthcare 
diagnostics by real-time data processing, accuracy, and 
resolving uncertainty from highly distributed medical 
datasets [33]. Lung cancer interconnections can be 
studied by modeling genes and proteins as networks 
using graph theory. Multi-omics integration and 
predictive modelling are used to discover biomarkers, 
forecast disease progression, and optimize treatment 
[34]. A hybrid blockchain framework using public-
private chains, advanced encryption, and AI-based 
threat detection provides security for financial data, 
addresses challenges posed by traditional encryption, 
and offers real-time protection and integrity against 
advanced cyberthreats [35]. 

A scalable IoT-cloud healthcare framework 
enhances patient monitoring through continuous data 
collection, preprocessing of data by k-NN and Z-score 
normalization, and ChaCha20 encryption, permitting 
efficient, consistent, and secure management of large 
health datasets [36]. A secure document clustering 
framework based on Affinity Propagation and the 
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Multivariate Quadratic Cryptographic Technique 
enhances clustering accuracy, scalability, and data 
confidentiality in an IoT environment with low 
computational overhead and high efficiency [37]. A 
cloud-based intrusion detection system using CNNs to 
detect malicious patterns and Autoencoders for 
distributed alert correlation increases accuracy, 
scalability, and anomaly detection in high-volume 
dynamic network environments [38]. 

An AI-enabled architecture combining HIBE, RBAC, 
and SMC ensures data privacy, role-based access 
enforcement, and secure collaborative processing in 
mobile health applications, enabling scalable, efficient, 
and privacy-preserving mHealth solutions [39]. A 
secure mobile cloud computing model uses Diffie-
Hellman key generation and BLAKE2 hash for rapid 
and secure user authentication, targeting resource 
scarcity while improving performance, encryption 
efficiency, and data protection [40]. Blockchain-
enabled IoT frameworks enhance supply chain 
transparency and data immutability, integrating smart 
contracts for automated, secure transactions [41]. 
Federated learning approaches for edge devices 
collaboratively train AI models without sharing raw 
data, improving privacy and reducing bandwidth 
consumption [42]. AI-driven orchestration and 
containerization optimize cloud resources to increase 
efficiency and scalability in dynamic IoT environments 
[43]. An adaptive multi-layer security approach 
combining anomaly detection, encryption, and secure 
protocols provides robust protection against evolving 
cyber threats in edge-to-cloud systems [44]. 

Recent advancements in edge computing have 
enabled more efficient processing of IoT data closer to 
the source, reducing latency and bandwidth 
consumption while enhancing privacy through 
localized data analytics [45]. Novel lightweight 
encryption algorithms optimized for resource-
constrained IoT devices are being developed to 
maintain data security without compromising 
performance or energy efficiency [46]. Research into 
AI-driven predictive maintenance leverages real-time 
sensor data and cloud analytics to anticipate failures in 
industrial IoT systems, minimizing downtime and 
operational costs [47]. Privacy-preserving data 
aggregation techniques using homomorphic encryption 
and secure multiparty computation have been 
proposed to ensure confidentiality in collaborative IoT 
networks [48]. The use of blockchain for decentralized 
identity management in IoT ecosystems has gained 
traction, offering tamper-proof device authentication 
and improved trustworthiness [49]. Integration of 5G 
technology with IoT-cloud architectures facilitates 
ultra-reliable low-latency communications essential for 
mission-critical applications such as autonomous 
vehicles and smart grid management [50]. 

Energy harvesting and power-efficient protocols 
are being explored to extend the battery life of remote 
IoT sensors, enabling sustainable long-term 
deployments [51]. AI-enhanced anomaly detection 

models applied at the edge help identify security 
threats and operational faults in real-time, improving 
system resilience [52]. Research on federated learning 
frameworks in healthcare IoT emphasizes data privacy 
by enabling collaborative model training without raw 
data exchange across institutions [53]. Dynamic 
resource allocation using container orchestration tools 
in cloud environments supports scalable IoT 
applications with fluctuating workloads [54]. Multi-
access edge computing (MEC) architectures are 
designed to offload computation-intensive tasks from 
cloud servers, thereby reducing service latency and 
improving user experience [55]. Finally, advanced 
encryption standard (AES) variants combined with 
chaotic systems have been investigated to fortify data 
security in heterogeneous IoT-cloud networks [56]. 
 
2.1 Problem Statement 
 
Rapid expansion of cloud computing, artificial 
intelligence, and IoT-based systems has made 
managing sensitive data complex and has increased 
security requirements in the healthcare and financial 
domains [57]. These traditional encryption techniques 
poorly manage the scalability, performance, and 
adaptability issues characteristic of modern cloud 
environments when there is a mobility constraint, such 
as mobile healthcare systems or distributed big data 
platforms [58]. The urgency for comprehensive and 
real-time security mechanisms includes scalable 
encryption, efficient key management, and intelligent 
threat detection [59]. Indeed, the urban-rural divide in 
access to cloud-based digital services will deepen the 
inequality of income, healthcare shot gun, and 
economic development [60]. Challenges related to data 
privacy, authentication, latency, and interoperability 
issues remain despite the availability of advanced 
technologies [61]. Hence, there exists a dire need for 
hybrid solutions that capitalize on state-of-the-art 
cryptography, AI, and federated cloud infrastructure: 
effective digital solutions that are scalable, secure, and 
inclusive to address the multidimensional complexes 
[62]. 

 
3. Proposed Methodology 
 
The suggested methodology proposes an intelligent 
and secure architecture from edge to cloud to ensure 
proficiency in processing, encryption, and transmission 
of IoT data. The methodology thus handles main 
challenges such as latency, scaling, and confidentiality 
of data by using a layered structure making a 
combination of preprocessing on the edge, 
cryptographic algorithms, and elastic cloud storage. 
The starting point of the architecture begins from the 
collection of IoT data from heterogeneous sensors in 
real-time, followed by some preprocessing steps, which 
aim to improve the quality and uniformity of the data. 
The secure transmission of data is ensured by a 
lightweight stream cipher, designed for resource-
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constrained environments. The encrypted data is then 
transmitted and stored in the cloud for subsequent 
analysis in a scalable manner. Thus, a complete 
workflow not only incorporates improved data 
confidentiality and system performance but also 
provides some flexibility for different types of IoT 
application scenarios. The entire workflow is 
illustrated in Figure 1. 
 

 
 

Figure 1: Workflow for Intelligent and Secure Edge-to-
Cloud IoT Data Management 

 
3.1 Data Collection 
 
Data Collection is the undoubted first and foremost 
phase of the workflow, where actual data is procured 
from different Internet-of-Things (IoT) devices and 
sensors spread out throughout the environment. These 
sensors monitor various environmental parameters 
according to different applications: temperature, 
pressure, heart rate, or even motion. Data is captured 
at every instantaneous, and is made available to an 
adjoining edge device or gateway via short-range 
wireless communication protocols like Bluetooth, Wi-
Fi, Zigbee, or, in special cases, LoRa. This step ensures 
that the system receives an uninterrupted stream of 
updated information pertaining to physical features, 
which became a base for intelligent processing of 
information. If the parameters of data collection are 
qualitative, frequency-related, and reliability-related, 
they help create the next steps of preprocessing, 
encryption, analysis, and storage. Accurate collection 
and consistency are the two guiding factors for 
implementing any scalable and intelligent edge-to-
cloud system. 
 

3.2 Data Preprocessing 
 
Data preprocessing is a vital step in preparing raw IoT 
data for secure transmission and reliable analysis. It 
involves cleaning and transforming the data to enhance 
its quality, consistency, and usability. Key operations 
include handling missing values through techniques 
like mean imputation or k-nearest neighbours (k-NN), 
and outlier detection using statistical methods such as 
Z-score normalization. These processes ensure that the 
data is free from irregularities and inconsistencies that 
could impact model performance or encryption 
efficiency. By normalizing and imputing the data at the 
edge, the system reduces transmission errors, 

improves accuracy, and enhances the effectiveness of 
downstream tasks like encryption, storage, and 
analytics. Preprocessing also ensures that only clean 
and structured data is passed on to the encryption 
phase, thus optimizing both system security and 
overall performance in edge-to-cloud architectures. 
 
3.2.1Handling Missing Values 
 
Handling Missing Value is a data preprocessing phase; 
its objective is to guarantee that the analytical models 
built are sufficiently accurate and reliable. A popular 
method of doing so is mean imputation. Here, missing 
values in a given feature are replaced by the mean of 
the available values on that feature. This method is 
useful because it maintains the overall distribution of 
the dataset; this is effective without deleting an entire 
row and losing data. It describes mean imputation 
mathematically. 

𝑥𝑖 =
1

𝑛
∑  𝑛
𝑗=1 𝑥𝑗                                                                   (1) 

 
where 𝑥𝑖  is the imputed value, and 𝑥𝑗  are the observed 

non-missing values in the feature column for 𝑗 = 1 to 𝑛. 
Although this approach has good computational 
efficiency, it assumes the data are missing completely 
at random, which may lead to sufficiently low 
variability. Therefore, in this proposed system, the 
edge preprocessing step ensures that it yields an 
accurate and coherent dataset that is cleansed and can 
be utilized for various processing steps. 
 

3.2.2 Outlier Detection 
 

Another key section of data preprocessing entails 
outlier detection. Outlier detection focuses on the 
identification and the handling of anomalous data 
points that lie far outside the coverage of normal 
distribution. Such outliers disturb the statistical 
analysis and model accuracies. Outlier detection 
commonly relied on techniques is Z-score 
normalization, which indicates how many standard 
deviations a data point is from the mean. The Z-score is 
calculated using the following formulae: 
 

𝑧 =
𝑥−𝜇

𝜎
                                                                      (2) 

 

where 𝑥 is the data point, 𝜇 is the mean of the dataset, 
and 𝜎 is the standard deviation. Values are typically 
classified as outlier ones if their Z-score becomes 
greater than +3 or less than -3. This methodology helps 
identify extreme values mostly arising from sensor 
errors or noisy processes, or from exceedingly rare 
events. The proposed system therefore detects and 
treats any outlier anomalies at the edges for the 
purpose of enhancing the reliability of encryption for 
the purpose of suppressing noise into the downstream 
analytical cloud. 
 
3.3 Data Encryption 
 
Data Encryption is indeed a prerequisite stage in the 
workflow that ensures the compiled data will be 
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executed with secrecy and integrity prior to its 
transmission to the cloud. The present system has 
ChaCha20-Poly1305 Algorithms for encrypting 
information at a security level with the highest 
efficiency. The high-security encryption is done 
especially in loT environments that are resource-
constrained and where the use of encryption is critical. 
For example, ChaCha20 is designed to function as a 
stream cipher when a plaintext is mixed with a 
pseudorandom keystream when the two are added 
using an XOR operation. The encrypted data C, as 
defined in the following equation: 
 
𝐶 = 𝑃 ⊕  ChaCha20( 𝐾, Nonce )                              (3) 
 
that P is the plaintext (preprocessed data), K is the 
256-bit secret key, and Nonce is the unique number 
used only once in the encryption session, thus assuring 
randomness. Along with the outputs of the Poly1305 
function over the ciphertext, this MAC is meant for 
proving integrity and authenticity of the data. Thus, it 
is a combined approach of encryption and 
authentication to provide the data against tenor or 
unauthorized accesses during its transmission to cloud 
storage. 
 
3.4 Cloud Storage 
 
Cloud Storage is the stage where data is encrypted and 
kept very safe on a remote cloud storage server along 
with its authentication tag for scalable access and long-
term retention. It provides complete handling of 
enormous IoT data without exerting pressure locally 
on the edge devices. It would allow a system to achieve 
high availability and redundancy and to be elastic 
while at the same time catering for the dynamic scaling 
of data volume and user demand. Data can be pre-
encrypted at the premises before reaching the cloud to 
ensure that it is not accessible to unauthorized entities, 
even when the cloud environment is public or shared. 
Besides, cloud storage can be coupled to other online 
services like data analytics and machine learning 
platforms or obviously, to real-time monitoring 
dashboards. Moving storage into the cloud, thus, would 
centralize the data management while saving costs and 
creating an environment for distributed applications 
across geographic boundaries. 
 

3.5 Data Decryption 
 

Data Decryption implies recovering the current 
readable state of encrypted data and retrieving it from 
the cloud. ChaCha20-Poly1305 is being used to 
implement decryption along with the foregoing 
encryption, which means the provision for both 
security and performance. However, before the 
decryption procedure, data integrity is confirmed by 
the Poly1305 authentication tag. If it is the case, then 
the ciphertext is decrypted with the same key and 
nonce used earlier during encryption. The model 
recovery for the original plaintext P is expressed as:  

𝑃 = 𝐶 ⊕  ChaCha20( 𝐾, Nonce )                        (4) 
 
where C represents the ciphertext, K-the shared secret 
key and Nonce-an arbitrary number which is unique to 
every encryption session. Hence, it remains secured 
during transmission and storage and is accessible only 
to authorized persons having the decryption key. 
 
3.6 Data Retrieval 
 
Data Retrieval, the last step of the workflow involves 
retrieving decrypted and verified data for viewing, 
analysis, or decision-making by users or systems 
entitled to access it. Upon successful decryption, the 
system shall then start reconstructing the original 
datasets from the file format used for storage and 
prepares them for the following tasks, including 
predictive modeling, anomaly detection, and user 
feedback. When normalization of data has been in 
effect during preprocessing, the respective inverse 
transformation applies to reverse the data into scale. 
For example, if Z-score normalization was enforced, 
then the original value x can be recovered from the 
normalized value z according to this equation: 
 
𝑥 = 𝑧 ⋅ 𝜎 + 𝜇                                                                       (5) 
 
where 𝜎 is the standard deviation and 𝜇 is the mean of 
the original data distribution. This way, information is 
still retained in real-world terms and instantly 
available for intelligent edge-to-cloud applications. 
 
4. Result And Discussion 
 
The performance evaluation of the proposed edge-to-
cloud system concentrates on the primary operational 
parameters influencing scalability, efficiency, and 
security in IoT-cloud integration. To begin, some initial 
experiments were performed to study the behaviour of 
the system under various workloads and data sizes 
simulating a realistic environment including multiple 
IoT devices with large volumes to be sanitized.  

 
 

Figure 2: Encryption Time vs Plaintext Size 
 
Results demonstrate how resource requirements vary 
as the system scales and map the trade-off between 
latency, encryption overhead, and throughput. 
Furthermore, a comparative analysis with the 
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traditional ones brings extra points regarding the 
applicability of the modalities adopted, somewhat 
towards the lightweight encryption via ChaCha20-
Poly1305. An analysis in the figures makes clear who 
can influence performance and its optimization for the 
future. 

Figure 2 shows the "Encryption Time vs Plaintext 
Size" performance of the ChaCha20-Poly1305 
encryption algorithm based on plaintext sizes 
expressed in megabytes (MB). For a plaintext size from 
2 MB to 20 MB, the encryption time varied linearly 
from approximately 10 seconds to almost 90 seconds. 
This trending of encryption time indicates the 
computational overhead involved by the algorithm on 
more extensive data blocks, that is, when input sizes 
vary in direct proportion with encryption time. Thus, 
while becoming time-costly, ChaCha20-Poly1305 
remains a good choice as per security and efficiency in 
the resource-rich but resource-constrained IoT 
environment, particularly due to its nature of stream 
cipher and inbuilt authentication. 

 

 
 

Figure 3: Latency vs Number of IoT Devices 
 
Figure 3 titled Latency vs Number of IoT Devices 
shows the correlation between the connected devices 
and the system latency recorded in milliseconds. The 
more devices there are, from 100 up to 10,000, the 
larger the latency goes-rising from around 45 ms to 
more than 220 ms-this indicates that the system delay 
occurs while processing and then communicating 
increases as the device load increases. This illustrates 
that scalability issue here concerning edge-to-cloud 
architectures is greater due to data and communication 
overhead with no optimization in resource allocation 
or processing mechanisms that may lead to 
performance degradation.  
 

Conclusion 
 
The study presents a secure and scalable edge-to-cloud 
framework intended to address fundamental 
challenges in IoT data processing, including latency, 
data confidentiality, and scaling of systems. This 
architecture involves preprocessing at the edge with a 
view to improving the quality of data prior to 
transmission, while data storage remains secure with 
the ChaCha20-Poly1305 algorithm to actuate 

lightweight but strong protection for data. The 
admission of the cloud gives elasticity to handle 
dynamic workloads effectively. Layered preprocessing, 
security encryption, and elastic storage can together 
ensure that the framework can maintain optimum 
performance in a wide variety of IoT scenarios. The 
experiments demonstrate the efficacy of the system 
with latency reaching even 220 ms under heavy loads, 
encryption time scaling as much as 90 seconds with 
larger datasets, above 95% scaling efficiency, and a 
packet loss rate lower than 0.2%. This makes it fitting 
for real-life scenarios where data integrity and 
responsiveness are paramount. Future work involves 
the integration of federated learning, adaptive 
scheduling techniques, and deployment in energy-
constrained IoT environments for a broader 
application. 
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