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Abstract

The e-commerce ecosystem has the secure handling of transaction data in the cloud to ensure that sensitive
information of customers is at bay. With the increasing volume of data and growing threats at the cyber level, it
remains one of the biggest challenges in ensuring integrity and scalability in data for e-commerce platforms in the
modern world. This study develops an efficient secure and scalable framework for handling transaction data related
to e-commerce in the cloud using modern encryption techniques and control access mechanisms. The methodology
collected data and pre-processing it, followed by BitLocker encryption, role-based access control (RBAC), and cloud
storage for storing secured data management. Results prove that encryption time varies linearly with file size from
1000 ms by 2MB to 9000 ms by 20MB, while system load has a powerful effect on latency, raising 120 ms at load 1 to
460 ms at load 7. This research exhibits that there is a possibility to guarantee safe and scalable data storage while
also optimizing system performance for cloud-based e-commerce environments.

Keywords: E-Commerce Transactions, Cloud Storage, Data Security, BitLocker Encryption, Role-Based Access Control

(RBAC).

1. Introduction

Nowadays, with the booming development of e-
commerce and the steady increase in online
transactions around the globe, securing sensitive
transactional data has become the biggest concern [1]
[2]. Customers now hand over their personal and
financial information along with credit card details and
addresses, which, if exposed, can create greater privacy
invasion and financial fraud situations [3] [4]. As a
result, while businesses are shifting their
infrastructure from local organization efforts to cloud
computing to achieve better scalability and cost-
effectiveness, the need for security concerning cloud
transactions becomes more critical [5] [6]. Cloud
computing presents unique security challenges
resulting from its distributed nature, shared resources,
and remote access [7] [8]. In upholding the trust of
users, ensuring the confidentiality, integrity, and
availability of data during its collection, storage, and
retrieval is paramount [9] [10]. Secure management of
e-commerce transactions in the cloud creates a perfect
environment for preventing unauthorized access as
well as cyber threats; as well, it improves compliance
with regulations that call on regulations such as GDPR,
PCI-DSS, and HIPAA [11] [12].
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The framework proposed, therefore, answers the
escalating demand for robust security from inception
through operational processes with all steps: data
lifecycle [13] [14].

Critical e-commerce applications were located in
the traditional data centres with very few outside
exposures [15] [16]. Now with cloud-based
architecture, multiple endpoints have been introduced,
making such systems vulnerable to a whole new array
of threats such as data breaches, malware attacks, and
insider threats [17] [18]. On the flip side, customers
expect that these services will be available all the time
from anywhere on any device, which demands an
underlying system that is always available and secured
[19] [20]. A sound security setup protects consumer
data, keeps businesses rolling, and bolsters service
trustworthiness [21] [22]. Further investments on
secure architecture repay themselves over the long
term, especially in avoiding costs associated with data
breaches and prosecution fines [23] [24]. The varied
means are encryption, access control, and monitoring,
which will help combat intelligent threats [25] [26]. In
light of this, there is currently a need to design a
purpose-built framework that integrates cloud-native
features together with the best practices in security
[27] [28]. The here-under study addresses the tonsure
and scalable cloud-based solution to make e-commerce
transactions, from beginning to end, secure and hassle-
free [29] [30].
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There are several existing methods for ensuring secure
transactions in the cloud during e-commerce with
varying degrees of success [31] [32]. Most of these
techniques, such as Advanced Encryption Standard
(AES), RSA encryption, etc., are usually carried out by
encrypting the data from transmission to storage [33]
[34]. Some other measures include access control
mechanisms such as Discretionary Access Control
(DAC), Mandatory Access Control (MAC), which have
been used to limit unauthorized access [35] [36]. Some
frameworks also use Secure Socket Layer (SSL) and
Transport Layer Security (TLS) protocols for securing
data while transiting [37] [38]. However, as common
procedures, they tend to become very incomplete in
terms of end-of-life and very real-time auditing [39]
[40]. Firewalls and intrusion detection systems (IDS)
typically have a basic network-level security
application, but they do not hold up against
application-level protection [41] [42]. Most of these
forms are in isolation and do not provide a global
measure of visibility and control [43] [44]. They are
not able to scale accordingly with growing complexities
and ever-increasing traffic of an e-commerce cloud
platform [45] [46].

The suggested framework tackles the weaknesses
that are there in the existing system by proposing
integrated and layered security models specific for
cloud-based e-commerce environments [47] [48]. It
uses BitLocker for the disk-level encryption of data so
that even if physical access to the drives is malicious,
data at rest is still protected [49] [50]. The framework
uses Role-Based Access Control (RBAC) as an access
control system against traditional ones to allow
dynamic management of user privileges with an
emphasis on specific job functions to minimize
unauthorized access [51] [52]. Data pre-processing
activities are carried out to check, validate, and clean
transaction data before encryption; thus, improving
data quality and reducing vulnerabilities [53] [54]. It
also keeps secured data in cloud-native storage
solutions with strictly configured access policies,
allowing scalability with security [55] [56]. Real-time
monitoring and auditing mechanisms are always
present to detect any suspicious activity to maintain
day-to-day compliance [57] [58].

The novelty is in end-to-end security workflow
proposed for the modern e-commerce managers based
on the cloud [59] [60]. It is the only approach, which
fosters BitLocker encryption, RBAC, secure storage,
and continuous monitoring, into a single holistic
framework. Whereas fragmented solutions are meant
to safeguard only pre- and post-processing, this one
take care of the complete data cycle-from collection
and pre-processing to storage and access [61] [62]. It
includes disk-level encryption (BitLocker, which is
rarely used in cloud-based e-commerce contexts) for
an added layer of defences that traditional application-
level encryption misses [63] [64]. Further, by very
much integrating role-based controls, the system
mitigates internal threats and minimizes human error.

The solution is scalable and flexible for enterprises
from small ones to big. This holistic approach thus
builds confidence in e-commerce platforms while
setting a precedent for the future cloud security
architecture for the industry [65] [66]. The framework
not only secures transactional processes but builds a
very strong foundation for compliance and growth.

2. Literature Review

[67] This study integrates Artificial Intelligence and
Machine Learning in cloud-based CRM systems for
predicting customer churn, where Random Forest
Classifier has achieved 92.5% accuracy, talking about
the strength of ensemble methods. [68] It presents a
Cloud-Based Healthcare Risk Prediction and Surgery
Monitoring System with the aid of IoT, Cloud
computing and Machine Learning that provides 93%
accuracy in real-time patient risk prediction, although
data security challenges remain. [69] A safe, scalable
cloud-based framework for collection of healthcare
data was developed using KNN, Salsa 20 encryption
and Transport Layer Security with nearly 100%
security strength but still performance problems
persist as the load of the system increases.

[70] The present paper talks about a hybrid model:
LSTM-Attention which has been optimized through
Bayesian Optimization for improving disease
prediction accuracy and efficiency in cloud-based
healthcare systems with an accuracy of 98.5%, reduced
execution time, and scalability to support real-time
processing. An Al-Blockchain hybrid model is also
introduced to enable decentralized authentication and
scalable  blockchain  transactions for  smart
manufacturing, supported by Al-driven intrusion
detection to mitigate security concerns in [1oT systems.
[71] This research encompasses a predictive model for
hospital readmission born out of transformers and the
attention mechanisms lying on cloud infrastructure for
real-time processing, achieving accuracy of 88%, as
well as good patient outcomes. [72] It introduces a
framework for optimising traffic management as well
as cloud security in software-defined networks (SDNs)
with a set of deep learning models such as Gated
Recurrent Units (GRU) to cater to the requirements of
traffic classification, abnormality detection, attack
prevention, and provide top-notch performance in
terms of both accuracy and F1 score. In addition, an
Integrated Cloud Software Network Based on
Blockchain was developed for secure ISP federation
with SDN and Blockchain to provide data security,
network management, and resource optimization.

The research proposes a new innovative platform
using Convolutional Neural Networks (CNNs) and
Autoencoder for intrusion detection and alert
correlation in cloud environments with a threat
detection rate of 95% and better than traditional
methods [73]. This serves as a reference to an
integrated security framework for e-commerce
applications based entirely on the cloud, using
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blockchain, biometrics, encryption, and zero-trust
architectures. This framework boasts an accuracy level
0of 99.50% in the fraud prevention section and 96% in
authentication [74]. The Health Fog system represents
a breakthrough in deep learning, 10T, fog, and cloud
computing that enables the early diagnosis of
infectious and cardiovascular diseases, thereby
significantly improving outcomes for patients through
the efficient processing of data and monitoring in real-
time.

[75] Herein, it is proposed to enhance the scalable
health care solution by integrating Fog Bus with cloud
federation frameworks, solving challenges such as
latency, energy consumption, and data management in
IoT-based health care systems. Improves the current
real-time processing, security, and resource allocation
of the system in comparison with traditional systems
when it comes to urgent health care situations. This
study also investigates the effect of mobile internet
access and financial inclusion on the economic
development of rural Africa through data-driven
analysis assessing how these affect rural economic
outcomes particularly in e-commerce.

3. Problem Statement

The proposed framework comes to address some
limitations faced by existing solutions for securing e-
commerce transactions in the cloud. Some systems rely
only on application-level encryption such as AES
without being sensitive to disk-level encryption for the
protection of their data. Traditional access control
mechanisms such as DAC and MAC do not suit dynamic
role-based environments due to their rigidity. There is
often limited monitoring and auditing, thus preventing
timely detection of unauthorized access or suspicious
behaviour. sensitive data are often not masked or
validated, so low data quality gives room for data
exposure. Many existing frameworks are very
fragmented and do not provide end-to-end security,
leaving gaps in data collection, storage, and access. The
proposed framework solves these problems by
combining disk encryption using BitLocker with
dynamic role-based access control (RBAC), secure
cloud storage, data pre-processing, and continuous
monitoring.

4. Proposed Methodology

For ensuring an adequate level of protection for the e-
commerce transaction data being handled on the cloud,
a very systematic multilevel framework has been
created as shown in Fig. 1. The very first step starts
with Data Acquisition, where transactional details,
such as orders and payments, are being gathered or
harvested from the e-commerce applications. This data
is then passed for Data Pre-processing, a stage to treat
issues such as missing values and duplicate entries,
thus improving data quality. Afterwards, the cleansed
data is encrypted using BitLocker so as to strengthen
data protection in a disk-level sense. Access to

encrypted data is controlled through an RBAC model,
resulting in permissions granted based on user roles.
The secured data can then be presented in Cloud
Storage for scalable and secure data hosting. Finally,
these Performance Metrics are evaluated to judge the
efficacy and efficiency of the whole framework. Hence,
each block in the diagram brings towards building a
robust end-to-end data security mechanism.

Data ———» Data Pre-processing
C i . P
ollection Handling Missing Values l
remove duplicates

Data Encryption
BitLocker

4——— Access Control

! i roac

Performance
Metrics

Figurel: Data Processing and Security in Cloud
Storage

Data collection

Data collection involves beginning transactions in the
way that they were collected from several e-commerce
sites. This would comprise any customer details and
purchase histories, payment, and shipping records.
This is crucial that the accurate and complete data are
adhered to in that they would serve as the foundation
for further processing and security measures. It avoids
any such real-time streaming while focusing on the
secure handling of data at batch levels. Data collected
would be held temporarily in a secure staging area
prior to going through pre-processing. This phase
ensures that only relevant and valid transactional
records are passed along to the next stage of the
framework.

Data Pre-processing

Data pre-processing occupies a very important step in
the frame which makes the transactional data more
quality, consistent, and secure, which means enriching
and protecting the transactional data before it goes to
encryption in storage. This includes some steps such as
dealing with missing values, eliminating duplicates,
and standardizing data formats. Below is a detail
explanation of what each step entails.

Handling Missing Values
Incomplete data gives rise to inconsistencies and may
affect the correctness of the analysis. One of the most

common techniques is:

e  Mean Imputation
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It is nothing but means a replacement of missing values
or null values by the mean of the attribute is given in
equation (1).

— 1 n
Xnew = n&i=1 Xi (1)

where x; are the existing values and x,,, is the value
used for replacement.

e  Mode Imputation:

Replace missing values with the most often occurring
value is given in equation (2).

e  Forward Fill or Backward Fill:
[ ]

X = x¢_, (forward fill ) or x; = x;,; (backward fill)

(2)
Removing Duplicates

The duplicated records add to the amount of storage
that is utilized and lower the efficiency of processing.
The duplication of records is detected by defining a
unique combination of fields:

If D(i) = D(j) for all key fields, delete D (j)
Where D(i) and D (j) are duplicate records.

Data Encryption using BitLocker

BitLocker is a full-disk encryption mechanism
developed by Microsoft for protecting data at the
volume level against any unauthorized access. In the
proposed framework, before the transactional data is
sent to cloud storage, we will protect it with BitLocker.
BitLocker uses the Advanced Encryption Standard
(AES) with a key length of either 128 bits or 256 bits.
This is a symmetric-key exchange, wherein the same
key is used for both encrypting and decrypting. In an
unreadable manner, data so stored in the disk can only
be accessed by users or processes with the correct
decryption key. The AES basic mathematical operation
includes a combination of substitution, permutation,
and mixing operations on data blocks, which are 128
bits in size.

The AES encryption process used by BitLocker
follows several key steps, mathematically defined as:

1. SubBytes

Each byte of the block is replaced using a predefined S-
box as given in equation (3).

S(a) =S — box|[a] 3)
2. ShiftRows

Bytes from the block matrix in each row cyclically shift.

3. MixColumns

Each column of the block is mixed using matrix
multiplication in Galois Field GF(28):

b 02 03 01 01] [%
by 01 02 03 01f [&
b, 01 01 02 03] |2
b, 03 01 01 o02] las

4. AddRoundKey

The result is XORed with the round key derived from
the encryption key is given in equation (4).
Blockyew = Blockyrey @ RoundKey (4)

Access Control Using Role-Based Access Control
(RBAC)

E-commerce transaction data stored in the cloud are
encrypted and access control-based by RBAC. In this
way, RBAC is used to secure and control access to e-
commerce transaction data stored in the cloud while
ensuring that the user's job function determines their
role. For example, an analyst or auditor's access will be
determined by the functions that will be carried out;
thus, users in that role may only access information
required to carry out work on that task, which
minimizes the unauthorized access risk. Least privilege
is what drives RBAC and ensures that users only have
the least requisite access to carry out their duties.
RBAC incorporates four basic components: Users (U),
Roles (R), Permissions (P), and Sessions (S). These
elements are mathematically related using functions.

e  User-to-Role Assignment:
[ ]

UACSUXR (5)

This maps users to roles; for example, if user ul is
assigned the role r1, then (ul,71) € UA.

®  Role-to-Permission Assignment:
PASRXP (6)

This states what actions each role can perform; for
instance, r1 has permission pl and permission p2
.Therefore, (r1,p1), (rl,p2) € PA.

e A user session function defines active roles during a
login session:

[ ]

session : U — 2F (7

Cloud Storage
Cloud storage is used in the proposed framework to

securely store the pre-processed and access-controlled
encrypted e-commerce transaction data. The data is
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uploaded to the cloud storage service that provides
scalable, high availability, durability, and fault
tolerance. Before the data is sent to the cloud,
encryption with BitLocker guarantees that it travels in
an unreadable format even in the event of
compromised access. Secure transmission protocols
are used for transferring data in transit. When stored,
access policies and IAM roles are set to ensure that any
specific file or object can only be accessed by
designated users or systems. Moreover, cloud storage
solutions are equipped with versioning, lifecycle
policies, and redundancy for better management and
recovery of data. The integration of these storage
mechanisms underlies the framework, assuring cost-
effective, scalable, and long-term security, availability,
and integrity of sensitive e-commerce transaction data.

4, Result

Encryption time

- =]
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Encryption time(ms)
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Figure 2: Impact of File Size on Encryption Time

The relationship between file size in megabytes and
encryption time in milliseconds is demonstrated in
Figure 2. File sizes between 2 and 20 megabytes
appeared to induce some steady time increments in
encryption from around 1000 ms to about 9000 ms
across this range. This would approximately indicate
linear growth, showing that larger files require more
processing time for encryption. The trend advises that
the encryption method used scales with the data

volume, which is crucial for performance
measurements concerning secure cloud storage
systems.
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Figure 3: Impact of System Load on Latency

The measured latencies in cloud computing with
increasing system loads from 1 to 7 are shown in
Figure 3. Steadily, these system response times reach
about 120 milliseconds at load 1 and approximately
460 milliseconds at load 7. This constellation of results

shows a large variation in performance with increasing
load on a system. This trend underscores the need for a
cloud infrastructure that supports scalability and
optimal responsiveness.

Conclusion

A comprehensive multi-tier security, scalability, and
performance optimization framework has been
proposed to make handling e-commerce transactional
data in the cloud secure and scalable. The data
collection and pre-processing followed by encryption
using BitLocker, Role-Based Access Control, and cloud
storage ensure the confidentiality, integrity, and
availability of sensitive transaction data. The analysis
shows how encryption time grows linearly with file
size, by 1000 ms with 2MB becoming 9000 ms with
20MB while system load increases latency from
response time 120 ms with load 1 to 460 ms with load
7. Such observations show that there is an imperative
need to work towards optimization in both encryption
methodologies and cloud infrastructure for scalable
performance. Future improvements could include
adopting different encryption algorithms, better real-
time data processing, fine-tuned access control
mechanisms, and further optimizations on cloud
resource management. Multi-cloud, advanced
monitoring, and analytics will further improve this
framework by extending it in terms of future usability
and adaptability in a dynamic e-commerce world.
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