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Abstract

Every day, enormous amounts of data are produced at an exponential pace. Therefore, in order to get valuable
insights into the modern world, analytics over data is unavoidable. Big Data (BD) makes good judgments and is
strong in important applications. Big Data's meteoric rise in cloud computing has brought both new possibilities and
new difficulties to the management and processing of enormous datasets. Hadoop and MapReduce are two state-of-
the-art technologies used in today’s world to face the heterogeneous high velocity, high variety and huge volume of
data. CSPs such as AWS provide highly effective, low-cost solutions for managing and analyzing Big Data, yet security
and privacy issues are still critical because of the highly sensitive nature of the information and due to the challenges
brought about by intercloud migrations and high flash data rates. The present review paper aims to identify the key
data security concerns in Big Data cloud computing models to analyze data privacy and integrity, availability, access
control and multi-tenancy risks. It also provides an overview of kinds of security threats: encryption methods,
methods of data-sharing safely, access-control mechanisms, and machine-learning-based anomaly detection that can
protect from these threats. Furthermore, it emphasizes using scalable and multi-layer security architecture for the
secure management of critical data through Big Data applications and maintaining their performance and capacity.
Through these issues with sound security measures being addressed, corporations can explore the Big Data cloud
environment for safe and reliable data processing and veracity of such environment.

Keywords: Big Data, cloud computing environments, data security, cloud service providers, Amazon Web Services,
Challenges, Solutions.

1. Introduction Figure 1 shows the cloud in action, and its ability to
accommodate demands from customers all over the
globe is a direct result of the network of data centers

that make it possible.

Big data refers to datasets that are too large for current
software tools to handle and process in a reasonable
amount of time. Military data and other unauthorized
data must be securely safeguarded in an effective and
scalable manner with Variety, Volume, and Velocity
(Big Data). The lack of control that users have in an
open environment makes data privacy and security a
major worry with cloud computing. Big Data faces this
issue as well [1]. Cloud computing's robust storage,
computing, and distributed capabilities will enable Big
Data processing, and more data will be touched by it in
the world within a few years [2]. The need to
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Fig. 1 Cloud computing

place where developers and researchers can talk about
the latest findings, ideas, and experiences related to
fundamental privacy and security issues and their
applications in big data and cloud

environments[3][4][5][6].
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Cloud computing and big data, including a description,
traits, and categorization of big data, as well as certain
cloud computing-related debates [7]. Big data storage
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technologies, Hadoop, cloud computing, and their

interaction are all covered. Data quality, data
heterogeneity, privacy, availability, integrity,
transformation, quality, legality, regulation, and

governance are all important considerations[8][9].
Complexity has increased in handling huge data for
concurrent processing, necessitating adaptation from a
number of cloud-based solutions. The MapReduce

program exemplifies cloud-based large-data
processing[7][10].
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Fig.2 Big Data and Clouds [11]

Figure 2 shows the big data and cloud with layers. A
cloud lets businesses manage, store, and share their
Big Data in a cost-effective and user-friendly manner,
as well as provide quick on-demand provisioning of
server resources like CPUs. A vendor of on-demand
analytics solutions supports the cloud infrastructure as
a service platform, which lowers the cost of large-scale
data analytics. Storage networking in a cloud is a
powerful tool due to the use of a driver for high
performance, and cloud computing as a whole is a
great way to access resources, data, and software
regardless of a system's physical location[12] [13].

This paper is structured as follows: The paper is
organized as follows: Sections Il and III introduce CC
and Big Data, Section IV provides a list of Big Data
cloud providers, Section V addresses the topic of
privacy and security in the cloud, Sections VI and VII
outline the problems and solutions related to data
security in bigdata cloud environments, Section VIII
gives a literature review, and Section IX concludes the

paper.

Fundamentals of Cloud Computing

Sharing computer resources rather than relying on
local servers or individual devices to manage
applications is the foundation of CC. "Cloud
Computing" is a style of computing in which users
access resources and applications over the Internet.
The term "Cloud" in this context signifies "The
Internet." To disperse data processing across a large
number of computers, cloud computing makes use of
networks of these servers with specialized connections
as an alternative to setting up individual software

suites on every machine. When a user connects to the
cloud via the Internet, they may access their apps in the
cloud network regardless of their location [14][15].
Google Apps, including Gmail, Calendar, Docs, and
Dropbox, are real-time apps that use Cloud Computing,.
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Fig.3 Cloud in architecture

Figure 3 displays the two primary parts of a cloud
computing architecture: the front end and the back
end. The front end includes client-side interfaces, such
as web servers or mobile devices, while the back end
consists of resources like servers, storage systems, and
security mechanisms that manage the services[16].

Cloud Service Models[17]:

Infrastructure as a Service (IaaS): It offers a most
adaptable cloud solution, letting customers lease
storage and servers. Examples include Microsoft Azure
and Amazon Web Services.

Platform as a Service (PaaS): Provides a way to build,
test, and release software. GoogleAppEngine and
Amazon Elastic Beanstalk are two examples.

Software as a Service (SaaS): A company offers pre-
built software programs to customers via their
website, usually by subscription. One example is
Salesforce, while another is Microsoft Office 365.

Cloud Computing Deployment Models:

Public Cloud: The public has access to these services,
while the actual infrastructure is handled by third-
party suppliers. Independence, scalability, and
flexibility are its features.

Private Cloud: Customised for a specific company,
providing enhanced protection and control by limiting
access to authorized users only.

Hybrid Cloud: Facilitates the transfer of data and
applications across public and private cloud
infrastructures by combining them.

Community Cloud: Shared by several organizations
with common concerns, supporting collaborative
functions within a specific community.
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With cloud computing, you may raise or decrease the
number of computers holding BigData to handle the
real demand, meeting scalability requirements.
Worldwide, data is expanding at an exponential pace,
which poses a significant challenge for BigData due to
its massive quantity. Consequently, Bigdata had
difficulties in meeting the demands for increased
flexibility, cost management, and fast storage
development. An innovative approach to these
problems has emerged with the advent of BigData on
the cloud[18].
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Fig.4 Adopting cloud computing technology to manage
BigData[19]

Figure 4 shows how BigData is managed via cloud
computing. It addresses issues encountered by
application developers and offers cutting-edge
solutions for managing BigData efficiently inside the
Cloud. It also details new development and deployment

initiatives for running data-intensive computing
workloads.
Overview Of Big Data

Big data is far larger than standard data and is more
challenging to handle and analyze. Big data storage
necessitates scalable architecture as well as effective
manipulation and storage. A vast and diverse collection
of data in organized, unstructured, and semi-structured
forms that is expanding quickly is referred to as "big
data." The intricacy of big data makes it impossible to
handle and analyze using conventional business tools;
instead, it requires cutting-edge technology and
sophisticated algorithms.

Characteristics of Big Data

The three Vs—volume, velocity, variety, value, and
veracity—may be expanded to five Vs, as seen in Figure
5, since big data with new-generation architecture is
now stored in many forms.

Fig.5 5v’s of Big data

Volume, variety, velocity, validity, value, and
complexity are the six terms that define big data:
Volume: Most immediately, this book poses a threat to
established IT infrastructures. By far, the majority of
people picture this when they consider huge data.
Velocity: Data is expanding at a dizzying rate. The
exponential growth in the processing, storage, and
analysis speeds made possible by relational databases
is in the millions.

Variety: Sensors, social networks, and cell phones all
contribute to the proliferation of data formats. These
instruments generate information in the forms of data
logs, pictures, videos, audio, papers, and text. There are
three more possible data types: structured, semi-
structured, and unstructured.

Value: Big data is characterized by its value. This is
related to the processing of data and its transformation
into useful insights.

Veracity: The reliability of the data sources is crucial
when working with large amounts of diverse data that
are changing at a rapid pace.

Complexity: Data from many sources is connected,
matched, cleaned, and transformed before being sent,
allowing it to handle complexity [20].

Distributed Data in Big Data

The data is stored on many servers that the user has
access to. A cloud service provider (CSP) competently
and reliably delivers data to various customers. It
controls the accessible data by using authentication,
non-delicacy, and data recovery.

Third Party Auditor (TPA): Virtual private networks,
secure socket layers, and point-to-point tunneling
protocols all work together to provide security.
However, several users are being accused of
unauthorised access to the data. Users and cloud
service providers alike may benefit from third-party
authentication mechanisms in order to circumvent this
kind of issue.[21] TPA monitors the transfer of data as
well as the technologies and procedures used on it. The
planning, implementation, and reporting phases are all
necessary. At the data integrity level, security is tested.
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Encryption-Based Storing of Data: The cloud storage
server is encrypted using cryptographic methods to
provide this level of protection. Every user that stores
data on the storage cloud is given a key. Thus, only
approved users may access the data kept in the cloud.
They decrypt the data before retrieving it from the
cloud whenever they need to access it. The user whose
data was first saved in the cloud will be given a new
access key [22].

Privacy-Preserving Public Auditing: Secure data is
provided to consumers by using the homomorphic
authenticator's approach, which guarantees the
proper computation of data blocks. It is a result of
merging four different algorithms. After getting access
to data, a keygen algorithm creates the key. Metadata
and digital signatures are both validated using the
Singen algorithm.

Non-Linear Authentication: This method employs the
haphazard application of a homomorphic non-linear
authenticator. Digital signatures use the RSA technique
for encryption and decryption of authentication data
that follows. For the handshaking technique in
particular, RSA takes advantage of the extensible
authentication  protocol. The client initiates
communication with the cloud service provider by
sending a request, which is then computed using a hash
function.

Secure and Dependable Storage: The
implementation of an error localization approach
allows for the elimination of issues that have arisen
with data storage on the cloud. Ensuring data security
and verifying correctness are its primary functions. It
employs homomorphic tokens, which validate data via
erasure coding. It detects server errors and poor
performance. This approach only allows for the
monitoring of faults by a single server at a time, which
may cause server failure in rare cases[23].

Technologies of Big Data

The following research technologies of Big Data[24]:

Hadoop: Its primary function is to group similar data
nodes into clusters and to keep track of space-use
statistics. In order to manage and transport data across
racks, it runs on several environments. It is a
framework for programming that is based on Java.
Hadoop partitioned data over several servers, which
facilitated the operation of various applications.
Despite failures in different node clusters, the overall
failure rate is lower. Hadoop is characterized by being
scalable, inexpensive, adaptable, and resilient to
failure. Many well-known businesses utilize Hadoop,
including Google, Yahoo!, Amazon, IBM, and many
more.

Hadoop Distributed File System (HDFS): It has the
capacity to store vast quantities of data and is resilient
to system faults. Hadoop creates clusters to spread
data across computers. HDFS stores the files on the
server by dividing them into blocks. On separate

servers, it Kkeeps three versions of the data.
Compilation of data files that match the data node and
the name node. Name node goes on to state that data
node gives the data that customers query.
Map-reduce: Applications that reliably and fault-
tolerantly process massive amounts of data are written
using map-reduce. In order to process the data in
parallel using Map tasks, it divides it into pieces. The
processing data, including input and output, is saved in
the file system. The unsuccessful job is also being
monitored and re-executed. Two stages are used to
implement the distribution of data: map and reduce.
Slave nodes carry out tasks in response to instructions
from the master node, which mostly involves
monitoring, scheduling, and re-executing jobs[25].

Challenges in Big Data
A following research challenges of BigData[26]:

Availability: Data might be accessed by authorized
individuals thanks to cloud computing. The
performance of obtaining data is negatively affected
since it is distributed over several clouds. Dealing with
data transformation into appropriate formats is
another difficulty.

Security: When customers use their credit or debit
cards to access sensitive information, the security is
jeopardized. In addition, every company has its own set
of policies and procedures when it comes to sensitive
data. Therefore, all data types need multi-level
security. A privacy-protected data model is necessary
to safeguard private information belonging to
individuals or businesses. Hackers may save or erase
data inadvertently due to insufficient security.
Scalability: The data speed and the CPU speed are not
compatible. The data is not sent to the processor at the
correct moment because of its huge volume. Many
applications rely on parallel processing, including
navigation, social networks, finance, internet search,
timeliness, and thousands more. For scalability to
remain intact, cloud services must reliably and
promptly provide the necessary infrastructure,
platform, and application resources [27].

Big Storage: Text, images, music, video, and many
more formats are all possible for data. This kind of data
is used by a variety of media, including mobile devices,
remote sensing, aerial sensory technologies, radio
frequency identification readers, and more. Large
storage devices with plenty of capacity and fast
input/output speeds are necessary for this kind of data.
Finding specific information in large amounts of
unstructured data is a major challenge. There was a
delay in retrieving a large volume of data. Therefore, it
becomes trickier in file systems[28].

Big Data Cloud Providers

A plethora of cloud service companies supply an
assortment of big data products. Some have already
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achieved fame, while others are only beginning to gain
recognition [29]. AWS, AT&T, Verizon/Terremark,
Joyent, Rackspace, IBM, and GoGrid are just a few cloud
providers that provide IaaS alternatives for big data
analytics. Elastic Compute Cloud, a product of Amazon
Web Services, is now one of the most well-known
providers of infrastructure as a service (Amazon EC2).
Amazon never intended to become a major player in
the infrastructure services market. Amazon Web
Services has lately begun to challenge its dominance in
the cloud computing industry. Google Cloud Platform
and the other clouds listed before are becoming more
significant options. Two examples of such solutions
include Open Stack, an open-source initiative with
strong support from the business community, and
Amazon Web Services, which refers to either Amazon's
own offering or solutions provided by other firms that
are compatible with its API[30][31]. Making a decision
on a cloud platform standard so affects the accessible
tools and the availability of rival suppliers offering the
same technology.

The user may regulate scalability using Amazon
EC2, and they can pay for resources on an hourly basis.
There is significance in the usage of the word elastic in
the name of Amazon's EC2. The capacity of EC2
customers to modify the infrastructure resources
allotted to them in order to suit their requirements is
referred to here as elasticity. Customers of its
AWS portfolio may also make use of other big data
services offered by Amazon. Some of them are as
follows [5]:

Amazon Elastic MapReduce: Optimised for handling
massive data sets. To power Elastic MapReduce,
Amazon uses the Hadoop framework, which is housed
on S3 and EC2. People can start using HBase today.
Amazon DynamoDB is a fully managed database
service that offers support for both SQL and NoSQL.
Self-provisioning, transparently scalable, and easy to
administer, DynamoDB is a highly available, fault-
tolerant database service. Solid state discs (SSDs) are
used to implement it for improved reliability and high
performance.

Amazon Simple Storage Service (S3): Any quantity of
data may be stored by using this web-scale service. Its
architecture prioritizes speed and scalability above
feature richness, making it a stripped-down data
storage. You may store data in "buckets" and choose
from several physical locations across the world to
meet latency or regulatory requirements.

Amazon High-Performance Computing: This
service offers specialized high-performance
computing clusters with minimal latency that are
optimized for certain activities. Amazon and other
HPC companies are helping to bring HPC, which is
typically utilized by academics and scientists, into the
public. Amazon HPC clusters are highly adaptable and
designed for certain workloads, making them easy to
reconfigure for new jobs.

Amazon RedShift: An extensible MPP-based data
warehousing solution, RedShift is now available in

restricted preview and can handle data sets on a
petabyte scale. It is compatible with several popular
business intelligence products and provides a safe,
dependable alternative to in-house data warehouses; it
is managed by Amazon.

Big Data Privacy and Security In Cloud

One of the most talked-about technological topics in
2020 is still big data. However, amid all of the
enthusiasm around Big Data's promise, the very real
security and privacy issues that might impede this
progress are often overlooked. The three V's of big
data—Velocity, Volume, and Variety—amplify security
and privacy concerns. These elements include things
like expansive cloud infrastructures, a wide range of
data formats and sources, the streaming nature of data
collecting, and the rising number of intercloud
transfers[32]. As a result, conventional security
measures often fail since they are designed to protect
static data on a smaller scale, rather than streaming
data[17].

Modeling: making a threat model official that accounts
for the majority of possible cyberattacks and data
leaks.

Analysis: working with the threat model to identify
practical solutions.

Implementation: implementation of the solution inside
preexisting systems.

Protected information or crucial intellectual property
(IP) will almost certainly be included in the massive
data sets used in a Big Data deployment. Since this data
is disseminated throughout the Big Data architecture
as required, it is imperative that the whole data storage
layer be safeguarded. Various forms of security and
protection are used, including [20]:

Vormetric Encryption:

Provides comprehensive file system and volume-level
protection for Big Data scenarios. Without requiring
any modifications to application or system operation
or management, this Big Data analytics security
solution enables organizations to reap the advantages
of Big Data analytics intelligence while preserving the
security of their data.

Data Security Platform:

Critical data is protected by the Vormetric Data
Security Platform, which stores all of your data's
protections and access controls in one place. In order
to protect your data from the most recent advanced
persistent threats (APTs) and other security breaches,
our data protection platform incorporates robust
encryption, key management, granular access
restrictions, and security intelligence data[33].

Encryption and Key Management:

Data encryption is essential for data breach mitigation
and compliance programs. To facilitate compliance
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while maintaining transparency for processes, apps,
and users, Vormetric offers robust, centrally controlled
encryption and key management.

Fine-grained Access Controls:

Vormetric offers policy-based access controls with
fine-grained control over who may access encrypted
data, ensuring that only authorized processes and
individuals can access encrypted data in order to fulfil
stringent  compliance  requirements[34]. Even
administrators of systems, networks, and even the
cloud can only see unencrypted data if given explicit
permission to do so. Despite seeing just encrypted data
and not the plaintext source, administrative tasks and
system updates continue to run without any issues.

Security Intelligence:

When combined with a SIEM system, the high-value
security intelligence data gleaned from Vormetric logs
can help detect compromised accounts and malevolent
insiders, as well as patterns of access by processes and
users that might indicate an advanced persistent threat
(APT) attack[35].

Data Security Challenges
Environments

in Big Data Cloud

Big Data cloud platforms allow organizations to handle
and analyze massive amounts of information
effectively by providing huge processing power and
storage capacity. However, in order to guarantee the
availability, integrity, and confidentiality of data, these
settings also present distinct security concerns. The
following data security challenges in big data cloud
environments are:

Data Privacy and Confidentiality

Protecting sensitive information is a critical concern in
Big Data cloud environments[36]. Organizations store
personal data, financial records, and other confidential
information in the cloud, making it susceptible to
unauthorized access. It's possible to leak data
accidentally, to be attacked by insiders or to be targets
of other unauthorized third parties. Using regular
encryption for stored data, using communication
confidentiality and imposing strict user permissions
will significantly reduce these risks.

Data Integrity

It is crucial always to have accurate and credible data
to ensure decisions made are correct and credible as
well. The cloud environment contains information
which can be modified by unprivileged users or be
changed by a system during writing or reading
processes. The casual paper shows how data integrity
and its trustworthiness are preserved throughout its

existence utilizing hash functions, digital signatures,
and regularity of the integrity check [37].

Data Availability

Businesses that depend on cloud environments must
provide constant data access. Some types of cyber-
attacks include; failure hardware where access to data
becomes unavailable and the DDoS attack, which
hinders provision of services [38]. Two of the most
effective ways of making data easily accessible in the
occurrence of some eventuality is mirroring and
shadowing and this is achieved through using
redundant architectures, disaster recovery plans, and
distributed storage architectures.

Access Control and Identity Management

Data control in a system with multiple users and
changing needs is rather problematic. Inadequate
methods of authentication may cause privilege
escalation or organize unauthorized access. Strong
techniques are offered by Identity-as-a-Service (IDaaS),
RBAC, and MFA to guarantee that only authorized
users have access to certain resources.

Secure Data Sharing

The exchange of data from one organization or
multiple users, preferably through the cloud, while
maintaining the privacy and security of the information
is often demanded. But it leads to more serious risks of
data leakage or its unauthorized redistribution. There
are numerous additional ways to secure data and make
sharing possible only with systems that allow for this
activity: Attribute-based encryption, secure APIs, and
usage auditing.

Security of Big Data Processing

Big Data applies data pipelines that are long and
involve many analysis steps; thus, it is susceptible to
security threats like insecure MapReduce jobs or code
injection. Some ways to manage these risks include
maintaining secure processing frameworks,
maintaining sandboxing techniques and putting in
place monitoring techniques.

Multi-Tenancy Risks

Cloud environments may accommodate many
customers, which makes it challenging to keep one
customer’s information from leaking to another with
similar infrastructure. For instance, bad tenant
isolation or noisy neighbor effects are likely to threaten
data integrity. The problem can be solved using VPCs,
maintaining a high level of tenant isolation and
utilizing the company’s TEEs based on the hardware.

Security at Scale

While Big Data systems scale up, safety for big datasets
and distributed structures becomes a daunting task.
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Points like traditional encryption and Access control
methods might not scale well. Column-wise encryption,
distributed key management system, and Al-based
anomaly detection are solutions that will safeguard
security of the enterprise as data volumes expand
limitlessly.

Data Security Solutions
Environments

in Big Data Cloud

Cloud environments on Big Data provoke numerous
security issues connected with their complicated
structure and the processing of highly sensitive
information. It is revealed that enforcing strict security
policies is a necessity to make and keep data available,
and secure. Below are key solutions described in detail
to address these challenges.

Encryption Techniques

Data privacy is provided even in cases where
interception is done based on encryption, which is a
standard security feature. Data which is stored in the
cloud must be encrypted, and when at rest, levels of
encryption like the AES are used. To bring privacy to
scenarios where data is exchanged, then protocols like
TLS are used. Moreover, computations may be
performed on encrypted data by employing more
complex approaches, such as homomorphic encryption
still preserving user’s privacy.

Access Control Mechanisms

If the data is sensitive there should be measures that
only a few people should be allowed to access such
information. RBAC and ABAC are both suitable for fine-
grained user control, while RBAC keeps permissions
closely connected to the employee responsibilities and
ABAC - to their qualities. With regards to security, MFA
employs many factors to establish a user, for instance,
biometrics and passwords.

Data Masking and Tokenization

At the core of the information security measures,
pertinent information is normally obscured or replaced
with irrelevant credentials. Data masking is one of the
greatest blessings for non-production environments to
make the test data look like real data by hiding real
data. Tokenisation ciphers sensitive data and generates
token maps back only through a secure process and is
especially beneficial for payment and private
information.

Secure Data Sharing Solutions

The sharing of data is inevitable in cloud environments
and must be done securely. Authenticated APIs and
encrypted APIs enable users and systems to safely
share data with each other. The core features of the
blockchain may also be used to provide secure and

unchangeable data sharing and storage while the
access and alteration are monitored and documented.

Data Integrity Solutions

The issue of data integrity and authenticity as key to
Big Data systems is another important concept to
cover. Cryptographic hash functions are used to
produce pointers for datasets to help in detecting quick
tampering. Further, computational integrity and data
security are built by using digital signatures that
authenticate data. Due to this, immutable
environments such as blockchains are used to offer a
way of storing data that cannot be tampered with.

Anomaly Detection with Al and ML

Al and machine learning are being applied to make
security solutions in Big Data more effective. IDS
watches over the network traffic, looking for similar
patterns to malicious activities, while behavioral
analysis detects anomalies in user or system actions
[39]140]. These techniques are vulnerable to real-time
threat identification and prevention of possible attacks.

Secure Big Data Processing Frameworks

Indeed, advanced Big Data platforms such as Hadoop
and Spark demand additional levels of protection.
Sandboxing contains an application such that it cannot
spread malware and encryption allows computation on
encrypted data. Another important measure to
improve cluster security and prevent unauthorized
access to software and hardware components is also
necessary for distributed processing systems.

Multi-Layer Security Architecture

The multilayered model of security helps to prevent
multiple dangers as they are all covered. Computer
security measures include firewalls and IDS that
safeguard the network. Antivirus, and end-point
detection and response products protect the users’
machines. Disparate, approach to coding and
performing  vulnerability = assessments  ensures
application security.

Literature Review

This section provides a literature review on big data
security in cloud computing environments, also
summary shown in Table I.

In, Jie Zhang et al. (2021) proposes a cloud-based
model for data storage with an assurance of safety. The
concept proposes a data storage mode based on Cache
and a data security mode based on third-party
authentication, which, when combined, improve data
availability across the board in cloud computing. This
approach takes a two-pronged approach to cloud
computing security. Due to the appropriate security
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measures, data stored in the cloud may now be
effectively protected [41].

In, Zijlao Tang et al. (2020) big data and cloud
computing are two technologies that are advancing at a
fast pace; both are helpful in making data storage and
administration more efficient. In a large data cloud
computing setting, however, there are issues with the
data system's own data security. A better
understanding of how to keep people's personal
information safe while processing and integrating large
data in a cloud computing environment is essential.
Only in this way can condition-based data and
information security issues be solved, and data
transmission security and dependability will be
improved[42].

In, Fangfang Dang et al. (2020) the elements
impacting the information security of computer
networks are examined using security big data, and the
particular countermeasures are investigated using this
data as a foundation. The difficulty of maintaining
information security is rising in tandem with the
number of information security challenges that
individuals must deal with. The goal is to make data
more stable and secure while also serving as a
reference for the appropriate staff[43].

This research, Xiaojun Zhou et al. (2019) Their
goals were twofold: first, to shed light on the
connection between privacy, big data, and cloud
computing; and second, to provide a solution to the
challenge of safeguarding sensitive information in
massive data sets. According to the proposed reference
model, the cloud is its bedrock. An effective approach
to researching the security of big data is this model,
which builds the system's risk early warning and
threat perception by gradually including the physical,
data, interface, and application layers. Additionally, a
path for future study is highlighted that will make use

information, and gain command. Many cloud storage
providers get a portion of the massive data file. The
perpetrator of an insider assault still only obtains a
fragment of the file. The whole file cannot be recreated
by him. Metadata is created upon file splitting. Data
owners' login credentials, access paths, chunk
locations, and metadata are all used to link each CSP.
The notion of asymmetric security is used in this study
[45].

This study, Delwar Hossain et al. (2018) offers a
fresh method for protecting big data stored in the
cloud, the SH-DBDS paradigm. A distributed cloud
storage system will be used to upload the separated
data. Unless all of the data is combined, the individual
splits will be useless. An method for data splitting and
joining is presented in this work. Experiments are
conducted at both the local system and the AWS cloud
with varying data sets ranging from 10MB to 1GB, and
the results are evaluated. When assessing Big Data,
both its security and performance are taken into
account[46].

In, Saurabh Bahulikar et al. (2017) Data governs
almost every aspect of a business, as recent
technological events have shown. The article delves
into the topics of data privacy, security in the cloud,
and how it may be used to provide a safe foundation
for virtualization and big data. Computer scientists are
on the cusp of a new and exciting frontier when it
comes to data science security protocols[47].

This study, Keke Gai et al. (2016) delves into these
concerns and offers a fresh method for optimising file
splitting and data storage on dispersed cloud servers,
where operators of cloud services do not have direct
access to the data. SAEDS is the name of the suggested
method, and the two algorithms that back it up,
Efficient Data Conflation (EDCon) and Secure Efficient
Data Distributions (SED2), are rather impressive. Both

of blockchain technology to address issues with efficiency and security have been tested
privacy and security in the cloud[44]. experimentally[48].
In, P. Suwansrikham et al. (2018) studies provide
solutions to lessen the danger, protect personal
Table 1 Summary of related work on data security in big data cloud
. Big Data Data .
Reference Purpose Tools/Techniques Cloud Security Challenges Solutions
To improve data Proposed cache-based
. npro Cache-based data Data storage and storage and third-party
Jie Zhang et al. availability and . o -
- storage; third-party Yes Yes security in authentication to ensure
(2021) security in cloud s o . .
computin authentication transmission security and improve
puting data availability
To enhance data Inhgrer.lt data. Developed s_ecurlty
Zijiao Tang et security protection Data security security Issues in measures tailored to
o - g Yes Yes big data and data integration and
al. (2020) in big data cloud protection techniques Lo
> cloud processing in big-data
environments . .
environments cloud environments
To an{alyse factors Ipcreasmg Provided reference
affecting network . . difficulty in . -
Fangfang Dang security and Analysis of security Yes Yes maintainin strategies to improve
etal. (2020) ¥ big data . ng data stability and
propose information ;
. security
countermeasures security
- To address security | Reference model with Security risk Introduced a multi-
Xiaojun Zhou - - -
etal. (2019) and privacy physical, data, Yes Yes warning and layered reference model
) protection in big interface, and threat perception and suggested
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data cloud application layers challenges blockchain for future
computing cloud security and
privacy issues
p To minimize risk File splitting; Insider attacks Split data into chunks
T, and ensure data metadata generation; and full file across multiple CSPs,
Suwansrikham . - > . Yes Yes ) . )
privacy with access asymmetric security reconstruction with asymmetric
etal. (2018) - .
control concepts risks security measures
To develop a secure
and high- Ensuring data Proposed SH-DBDS
Delwar - . . . . .
. performance Data splitting and security during model with split and join
Hossain et al. C . L > Yes Yes .
(2018) distributed big data joining algorithm storage and mechanism evaluated on
storage (SH-DBDS) retrieval local and AWS systems
model
To explore cloud . Discussed secure
. . Privacy concerns
Saurabh computing's role in . . frameworks and
- - . Data privacy and and securing .
Bahulikar et securing big data Yes Yes . o measures to enhance big
. 2 secure frameworks virtualization - A
al. (2017) and virtualization . data and virtualization
) infrastructure .
infrastructures security
To propose an Data accessibilit Developed SAEDS model
Keke Gaietal. | efficient distributed SED2 Algorithm; Yes Yes by cloud servicey for secure and efficient
(2016) storage model for EDCon Algorithm y distributed storage with
. operators .
data security novel algorithms
Conclusion [4] B. Boddu, “The Quantum Edge: How Quantum Computing

The most important things to consider while using the
cloud are security and privacy. Private and secure BD
has been the talk of the town in this age of Big Data.
Because of the magnitude, sensitivity, and complexity
of the data being processed, Big Data cloud platforms
offer tremendous possibilities while also posing
substantial security concerns, as discussed in this
study. Since organisations embark on adopting cloud
infrastructure for storing and processing mammoth
data, it is vital to consider issues to do with privacy,
data integrity, data availability, and access control. The
evaluation underscores security requirements such as
encryption of information, secure data transfer and Al-
based anomaly detection and the greatest challenges
include threats such as unauthorized access, data loss
and data corruption. Other strategies like efficient
security models and quiddities, RBAC, and MFA may
decrease the risk formed by multi-tenancy and massive
data flows. To protect sensitive information and
intellectual property in Big Data cloud ecosystems, a
multi-layered security architecture is essential,
combining network, endpoint, and application security
measures. In the end, companies need to implement
thorough, scalable, and privacy-preserving security
measures to guarantee data availability, confidentiality,
and integrity, allowing for safe and effective Big Data
processing in cloud settings.
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