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Abstract

The numerous benefits of wireless communication have led to its meteoric rise in popularity as a network type, yet
there have been numerous obstacles to enhancing its performance. An alternative method that allows a network
administrator to construct a logical network out of a physical network is VLAN, which stands for Virtual Local Area
Network. Thus, VLANs are fundamental technology for enhancing network performance, capacity and security.
VLANs are a means of breaking large networks into smaller broadcast domains, managing broadcast traffic,
controlling congestion, and providing increased levels of security. This paper explores the emerging techniques in
managing and optimising VLANs within large-scale network environments. VLANs are essential for improving
network performance, security, and scalability by the logical segmentation of networks into smaller, isolated
broadcast domains. This survey also outlines trends in future VLAN technologies such as Software Defined
Networking (SDN), VXLAN, and Big Data and Analytics. Also, the paper covers the uses, advantages, and
disadvantages of VLANs, including enhanced security, scalability, and economy, though admitting to issues of VLAN
configuration difficulty and security threats. In the paper, the authors discussed the future trends including the
integration of multi-cloud, network slicing coupled with 5G, and integration of blockchain for VLAN security.

Keywords: Virtual Local Area Networks, Emerging Techniques, Scalable Network Architecture, limitations, future
directions.

Introduction

Whether for government agencies, commercial
companies, or educational institutions, especially
universities, the value and additional benefits of

network infrastructure are clear in today's globalised
society. It helps accomplish significant objectives,
including increased productivity, efficiency, knowledge
acquisition, and teamwork. An effective network
design and a strong technological foundation are
prerequisites for the university's planned expansion of
information technology. Computer networking allows
the modern world to share data across systems,
regardless of physical location, by following predefined
protocols that allow different systems to communicate
in various ways to accomplish common goals[1].

VLANSs are core to current network implementation
since they allow the subdivision of large networks into
micro sectors based on performance, security, and
scalability needs[2]. With the increases in the
complexities of network environments, conventional
VLAN architectures are capable of handling dynamic
and large-scale implementations at a strain[3].
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Such evolution has led to the creation of new
techniques that are effective in large VLAN networks,
which include automation, Software Defined
Networking (SDN)[4], and Advanced Virtual Networks
[5]- The importance of VLANs is based on the features
associated with the separation of traffic, limitation of
broadcast domains, and multiple opportunities for
network control[6].
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Fig.1 Virtual local area network

However, adding the concept of VLANs to networks to
include larger networks posed challenges like the
challenges of managing the VLAN address space[7],
developing consistency in VLAN configuration and
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achieving the best performance. Prospective
techniques have been developed to overcome these
challenges with the help of recent enhancements in
two areas generally - the hardware and the software
and protocols[8]. Figure 1 shows the overview of
virtual local area networks.

Emerging techniques for large networks of Virtual
Local Area Networks (VLANs) focus on improving
scalability, security, and efficiency in managing
complex network environments. Traditional VLANs are
thus becoming more capable of dealing with larger
amounts of traffic and a wide range of applications as
organisations use more cloud computing, the Internet
of Things, and virtualisation technologies. An
extensive review of VLANSs is given in this study, with
an emphasis on their function in contemporary
network architecture, especially in large-scale
environments. It discusses the concept and use of
VLAN, specifically the VLAN’s capacity to enhance the
performance, scalability and security of the network
through the division of traffic into unique broadcast
domains. The paper also briefly explores fresh
emerging concepts in VLAN, such as SDN, VXLAN and
artificial intelligence for VLAN management. Also the
study also considers the opportunities and challenges
of VLAN as well as its effects on network security and
performance. Last but not least, it is important too to
discuss future development scenarios of the VLAN
technology, including multi-cloud VLAN, Network
slicing with 5G and implications of blockchain
technology on VLAN network security.

The following research is organised as follows: an
overview of VLAN discussed in Section II; Section II
provides the emerging techniques for large networks
in VLAN; Section III gives the scalable network
architecture; Section IV provides the VLAN security
threats, then Section V to VIII provide the benefits,
limitations and future directions, Section IX provide
some existing work on VLAN with various tools and
techniques, Section X is last provide the conclusion of
this paper.

Overview Of Virtual Local Area Networks (VLAN)

The LAN's blueprint in abstract form is called a virtual
LAN. A VLAN may use a portion of a single switch's
ports or portions of ports from several switches.
Systems on a single VLAN on a single network do not,
by default, view traffic from other VLANs on the same
network [9].

Fig.2 (a) single switch VLAN (b) multi switch VLAN

Network speed and scalability may be enhanced via
VLANs' broadcast control feature, which eliminates
superfluous broadcast traffic. Security enables
administrators to create access lists that logically
divide individuals and departments, allowing them to
regulate traffic among VLANSs. Figure 2 (a) represents
single-switch VLAN, and figure 2 (b) represents multi-
switch VLAN.

Through the removal of the network's physical
borders, VLANs enable a user or device to leave from
any location. Frequently, virtual local area networks
can be used to isolate the user network from the server
network. The main campus of UniversitéLumiere de
Bujumbura uses virtual local area networks. There are
a variety of network weaknesses based on the standard
flat LAN architecture, where each user is part of a
single broadcast domain.

VLAN Architecture

The development of virtual local area networks allows
for the erasure of several issues. A layer 2 switch
capable of supporting the VLAN protocol is required
for the creation of VLANs. It is an often-held belief
among novices in the networking industry that all it
takes to "enable" VLANs on a network is the
installation of a little piece of software on each client or
switch. That is not the case; instead, your Cisco system
would benefit from VLAN switches, such as Cisco
Catalyst switches [10]. Your switch must be compatible
with VLANs when you buy it; otherwise, you won't be
able to set them up. VLANs include millions of
computations and necessitate specific hardware that is
constructed into the switch [11]. Each VLANis
established on a separate network, which is a switch.
Network broadcasts are automatically blocked from
any switch ports that aren't part of the same VLAN.
This is the rationale for a VLAN having In today's vast
networks, networks play a crucial role in aiding
segmentation, and firewalls that are poorly designed
might worsen the difficulty created by applications that
rely heavily on broadcast signalling. Figure 3 displays
the VLAN infrastructure, which adds a new dimension
to network architecture and creates several new issues
for administrators.

Fig.3 VLAN Infrastructure

Applications of VLANs

The following research applications of VLANs are[12]:
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Performance enhancement: As LAN communication
rates rise, routers that use software to transfer data
become a bottleneck. This bottleneck is eliminated by
using switches instead of routers.

Implementation of virtual workgroups: It is easy to
group all the individuals working on a single project
into a single VLAN since workstations may be
transferred from one VLAN to another simply by
adjusting the settings on switches. This will make it
easier for them to collaborate and exchange resources.
Greater flexibility: Users may keep working inside the
same VLAN even if they switch desks or just move their
laptops across the office, provided the VLANs are
configured correctly. When routers physically split a
network, this becomes considerably more difficult.
Ease of partitioning off resources: Network
administrators can create separate VLANs for servers
and other devices to which they want to restrict access.
Reduced cost: The cost of the arrangement is
decreased by employing switches on the VLAN to
construct broadcast domains instead of costly routers.
Security: Broadcasting sensitive information via a
network exposes the network to a number of hazards
and threats. By limiting access to the network data to
users who are authorised, VLANs can lessen the
likelihood that an intruder would obtain access.
Additionally, VLANs may be used to govern broadcast
domains, set up firewalls, restrict access, and notify
network management in the event of an external
assault.

Emerging Techniques for Large Networks in Vlan

Network managers may conceptually divide huge
networks into smaller, more manageable groupings
independent of their actual location using VLANs. As
enterprise networks continue to grow and evolve,
managing a large-scale network of VLANs becomes
increasingly complex. Emerging techniques are aimed
at improving scalability, security, automation,
performance, and overall network efficiency. Below are
some key techniques and trends that are shaping the
management and optimisation of VLANs in large
networks[13].

Software-Defined Networking (SDN) and VLANs

A new paradigm in network administration known as
software-defined networking (SDN) has recently
evolved. By decoupling the network's control plane and
data plane, software-defined networking makes
network programmability and centralisation possible
[14].

Centralized Management: This means that through
SDN, the administrators can manage several VLANs in
the entire network topology from a single controller.
This helps to simplify its features, thus making it
possible to deploy new VLANs in the shortest time
possible.

Dynamic VLAN Assignment: In SDN, dynamic VLAN
can be configured depending on the role, type of

equipment, or application necessity. This assists in
massaging resources, and it eases the reconfiguration
of the network.

Improved Network Visibility: SDN based controllers
are more advantageous because they allow for easier
inspection of VLAN traffic patterns and are capable of
Traffic Flow Control.

VLAN Aggregation and Stacking

VLAN aggregation, as well as stacking, enables multiple
VLANs to be combined and form one logical
configuration. That is especially important for big
networks where it helps to decrease the number of
VLANSs to be managed and monitored [15][16].

VLAN Stacking: This entails managing the many
VLANSs in a single unit, hence reducing the burdens of
managing every VLAN separately.

Trunking Protocols: Advanced trunking protocols like
[EEE 802.1Q and Link Aggregation Control Protocol
(LACP) are used to aggregate VLAN traffic, improving
bandwidth utilisation and redundancy.

Segment Routing (SR) for VLAN Traffic
Segment routing is a method that enables traffic

steering in a network domain as well as the assignment
of traffic pathways. Today, it is actively used in large

VLAN networks because it facilitates traffic
engineering here [17].
Traffic Optimization: SR lets the network

administrator define the exact route that traffic should
take through the VLANs and brings a certain efficiency
to the manner in which VLAN traffic transverses a
network.

Reduced Complexity: Unlike traditional MPLS
(Multiprotocol Label Switching), SR doesn’t require
complex label-switching tables, making it easier to
scale and manage.

Virtual Extensible LAN (VXLAN) for Scalable VLANs

VXLAN is an encapsulation technology that enables the
creation of highly scalable Layer 2 networks over Layer
3 infrastructures[18]. It is commonly used in data
centres and cloud environments to extend VLANs
across geographically dispersed locations.

Greater Scalability: VXLAN enables the creation of up
to 16 million unique logical networks (compared to the
4,096 VLAN limit in traditional 802.1Q VLANs), which
is essential for large-scale deployments.

Data Center Integration: VXLAN is a VLAN that can be
easily incorporated into cloud and virtualised data
centers in particular, extending VLAN across diverse
geographical locations.

VLAN Monitoring and Analytics with AI/ML
Advanced analytics powered by Al and ML are

becoming indispensable tools for managing large-scale
VLAN networks.
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Traffic Analysis: Al-supported network monitoring
tools can scan VLAN traffic and possible compliance
issues, inefficiencies, or security risks much earlier
than small and isolated manual checks.

Predictive Maintenance: It is even possible to send
alerts when certain VLANs are likely going to fail or
perform relatively poorly, thereby taking preventive
measures to stabilise the network.

Zero Trust Networking (ZTN) and VLAN Isolation

Zero Trust Network Architecture (ZTNA) [19] is a new
approach to security that does away with the need for
traditional perimeter defences and instead relies on
continuous identification verification to give access to
resources.

VLANSs in Zero Trust: With VLANs aligned to Zero
Trust policies, network segmentation is achieved by
coupling it with identity-based access control. In that
way, if there is a security breach, only individuals or
items that are permitted to gain entry to the crucial
VLANSs will receive permission to do so, and the risk of
early transfer will be minimised.

Micro-Segmentation within VLANs: ZTNA principles
also enhance the use of granular security controls
within VLANSs, enabling policies to be set as finely as
the workload or user as opposed to reposting on
conventional network-based separation.

Scalable Architecture of Network
For organisations to manage growing data loads,
integrate new devices, and enable future growth, a

network design that can be easily scaled is crucial. The
scalable network design is depicted in Figure 4 [20].

Building a Scalable Network Architecture

Scalable Switching and
Routing

Quality of Service (QoS)

Redundancy and
Resilience

Network Segmentation

Wireless Connectivity

Fig.4 Scalable Network Architecture

The following are important factors to take into
account while creating a scalable network architecture:
Network Segmentation: Reduce liability and increase
throughput by properly dividing up your network. By
using SDN or VLANSs, you can create different networks
within the organisation for different devices or
departments. Limitation of access in networks helps to
minimise traffic volume, prevents hacking and other
violations, and improves the operation of a network
overall.

Redundancy and Resilience: For the network to be
highly available and hence minimise its downtime,
ensure that there are duplicated cables and devices.
Some examples of such technologies are link
aggregation, redundant power sources and fail-over
mechanisms. Redundancy is a form of creating a
backup for a network so that it will still be functional in
case one connection or device is lost.

Quality of Service (QoS): Applications and services
are critical to any network and must be used to
determine the priority order of traffic flows. QoS allows
for provisioning of delay and amount through a
network based on policies in place. This ensures that
no matter how congested the network becomes,
definitely mission-critical applications such as VolIP or
video conferencing will have to be prioritised and
allowed to have proper network usage.

Scalable Switching and Routing: Equip your network
with high-performance routers and switches, so
purchase routers and switches. It is advisable to
attempt to select instances that can be further
substituted for the modular additions or stacking,
those that can handle more transactions and increase
the complicated path records. Therefore, it becomes
possible for your network architecture to handle the
growth of your firm.

Wireless Connectivity: Mobile environments are
growing, and constant networking is getting more
important due to the necessity of using various
technologies in working spaces. It should be your
network has adequate capacity and coverage to
support wireless access points when that is needed.
For higher speed, higher capacity and compatibility for
many devices, consider technology such as Wi-Fi 6
(802.11ax).

Vlan Security Threats

VLANs have been used by network managers to
provide a layer of security and isolation for data
protection. VLAN tagging, however, was not intended
as a security feature. This should be considered while
putting VLANs into place in order to accomplish
security. The phrase "VLAN hopping" is commonly
used to describe any way that a malicious device might
transmit packets to a VLAN port that it ordinarily
would not be authorised to access [21].

Furthermore, if a hostile device knows the target
system's MAC address, it can defeat the protection of a
VLAN. Attackers posing this severe risk to VLAN
security would need inside information about the
devices they are aiming at and where they are located
[22]. As soon as an attacker has the MAC address, they
can add the target device's static address to their
system's local ARP cache. Despite the devices'
separation into different VLANS, this enables them to
communicate directly with one another[23].

VLAN Hopping: The second is related to VLAN tagging,
in which the attackers direct packets to the
unauthorised VLAN ports. This makes devices that are
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malicious gain entry to VLAN segmentation and be able
to access secured VLANSs.

MAC Address Spoofing: They attach themselves to the
intended resources using the knowledge they possess
by assigning fake MAC addresses. Through Arp cache,
they configure a static MAC address, which allows
direct communication between computers in different
VLANS.

Insider Threats: That is why anyone who knows the
VLAN of the network can easily penetrate the network
without authorisation.

Double Tagging Attacks: There is when an attacker
prepares packets with two VLAN tags to avoid going
through switches to get to other VLANSs.

Inter-VLAN Routing Exploits: The faulty setup of old
routers or Layer 3 devices can lead to VLANs and their
traffic being plainly visible to the Internet.
Man-in-the-Middle (MITM) Attacks: Any switch has
the capability of VLAN isolation, and if the switching
devices are not protected against ARP poisoning or
DHCP spoofing attacks, VLAN may be exposed to MITM
attacks.

Switch Spoofing: A misconfiguration of VLANs can
bring vulnerability to the network by setting un-tagged
ports or having default VLANs.

Inadequate VLAN Configuration: Some VLAN
misconfigurations, including untagged port VLANs and
default VLANS, are easily prone to unauthorised access.
Benefits Of Virtual Local Area Networks (VLANs)

It is not ideal for sensitive information to be
accessible to unauthorised persons via broadcast on a
local area network since the network only has one
broadcast domain, and all traffic between workstations
on the network follows that [24]. Additionally, network
collisions might occur if the broadcast is not well
confined. Consequently, routers are typically used by
network managers to prevent broadcasts from exiting
a business network|[1].

A router's processing time for incoming data is
often longer and more costly than that of a switch.
VLANs emerged as a replacement for traditional
methods of limiting broadcast traffic on LANs by
utilising VLAN topologies and employing routers for
broadcast filtering and address summarisation,
respectively, to control the flow of traffic.

Security

An increase in network safety is achieved by VLANSs.
The administrators of the network may manage every
user and port in a virtual private network that spans
several broadcast domains. It is now far more difficult
for an attacker to sniff a network simply by connecting
a workstation to any port on a switch.

Creating Workgroups

It is possible to isolate a group of users that require an
exceptionally high level of security by creating a virtual
local area network that prevents communication
between users outside of the network. This implies

that any department inside a company may be made
independent of the others.

Scalability

Network transfers, modifications, and additions are
effortlessly accomplished by configuring a port in the
appropriate virtual local area network and designating
hosts to the same VLAN traffic employing a packet
sniffer. Every port and all resources that a VLAN is
permitted to utilise are within the control of the
network administrator. VLANs are instrumental in
limiting sensitive traffic that originates from a
department within an organisation.

Cost effective

Reducing the need for more costly network equipment,
such as switches and routers, may save money for a
company. Additionally, VLANs can improve network
performance by directing more effective use of
resources and bandwidth.

Easy Troubleshooting

Many network issues can arise from using VLANs to
partition users and resources, but these issues can be
quickly and easily resolved by tracing the hosts to their
respective VLANSs.

Integrity

Users are logically organised based on their functions,
and VLANs are not reliant on the users' physical or
geographic locations. Therefore, it is possible to handle
university data without compromising it, particularly
for institutions with branches.

Broadcast Control

The creation of several virtual LANs, which constantly
grow the number of broadcast domains while lowering
their size, allows for control over broadcast network
administration.

Limitations Of Virtual Local Area Networks
(VLANs)
VLANs have their own drawbacks, which are

mentioned below. Need special hardware software or
switch support Improved security Easy to implement
and configure Scalability Lowers transmission delays
Cost  effective  These challenges relate to
implementation, management, and performance of the
networks, especially for a large network.

Complex Configuration and Management: There are
certain complexities involved with VLANSs; getting the
configurations wrong can really create havoc on a
network.

Security Vulnerabilities: Prone to VLAN hopping
attacks, which is a menace to a network.

482| International Journal of Current Engineering and Technology, Vol.14, No.6 (Nov/Dec 2024)



Ajas Shaik

A Survey of Emerging Techniques for Large Networks of Virtual Local Area Networks (VLANs) with Benefits and Limitations

Hardware Dependency: Some protocols are
incompatible with regular switches or routers and may
demand an upgrade of the company’s network
equipment.

Single Point of Failure: This is because switch failures
can affect and or completely suspend communication
for all the connected devices in the VLAN.

Increased Latency: However, to implement Inter-
VLAN routing in large networks some delays are
usually observed.

Inter-VLAN Communication Costs: VLAN routing is
used in layer 3 routing, which increases the processing
of the switch.

Bandwidth Overhead: Network variations require
several tasks, especially when trunk lines have VLAN
tagging capabilities, which takes more bandwidth and
might cause traffic jams.

Troubleshooting Challenges: Any complex VLANs
take more time to isolate the problem.

Incompatibility Issues: VLAN implementation across
the different layers of the various brands of quality
hardware may not fully interconnect.

Human Error: Incorrect settings or poor distributions
lead to exclusion or intrusions of the device.

Future Directions of Virtual Local Area Networks
(VLANSs)

As networking technologies continue to evolve, the role
and implementation of VLANSs are expected to undergo
significant changes. With the rise of cloud computing,
SDN, A], and 5G, VLANs will adapt to new trends that
enhance network scalability, security, performance,
and management. Below are key future directions and
trends for VLANS:

Integration with SDN and Network Automation

Nowadays, VLAN will be revolutionised by SDN as it
provides freedom and flexibility in programming. By
use of SDN controllers [25], VLANs will be dynamically
created, updated, and deleted with reference to policy
engines, thus enhancing the scalability, flexibility, and
accuracy of VLAN management in large and diverse
networks. This will resolve many issues with network
management, making the processes faster, including
deployment and real-time adjustments.

Multi-Cloud and Hybrid Cloud VLAN Integration

When multi-cloud and hybrid cloud models have
become common in organisations, VLANs shall spread
across multiple clouds [26]. These technologies, such
as VXLAN, will help VLANSs to interconnect seamlessly
across cloud providers and also across the in-house
physical infrastructure to enhance secure and efficient
communication across data centers.

Adoption of VXLAN for Scalability

The advantages of VXLAN are notable from the
following points: VXLAN will replace VLAN as the best

solution for network segmentation at scale. This will be
especially helpful in highly virtualised environments
and big data centers, enabling organisations to grow
their networks without hitting traditional VLAN
challenges.

Al and ML in VLAN Management

The primary aspects of VLAN in which Al and ML will
be instrumental include flow traffic modulation,
anomaly detection, and self-healing mechanisms. Al-
powered prognostics will anticipate network loads and
offer security threats that will allow for interventions
to be made before system downtime occurs.

Zero Trust Networking (ZTN) and VLAN Security

To enhance the level of security and control over the
access that devices have to resources in a network,
VLANSs will interact with ZTNA [24]. This high level of
micro-segmentation will reduce the risk of VLAN
shenanigans as Zero Trust pushes for consistent micro-
segmentation, which will verify users every time they
attempt to access files in their same VLAN.

5G and VLANs for Network Slicing

5G technology will introduce network slicing, where
VLANs will play a key role in isolating and managing
different types of traffic for specific applications, such
as IoT, autonomous vehicles, and augmented
reality[27]. This will ensure each slice gets the
necessary resources, security, and performance,
particularly in highly dynamic environments.

Blockchain for VLAN Security and Transparency

Blockchain technology will enhance VLAN security by
providing decentralised validation of network traffic. It
will offer an immutable audit trail for network activity,
improving security, integrity, and compliance,
especially in sensitive environments where data
transparency and accountability are crucial.

Literature of Review

Virtual local area networks have been the subject of
several academic recommendations. Prior research has
focused on how virtual local area networks (VLANS)
affect LAN performance and security; however, this
study delves further into how VLANs affect wireless
network management and performance improvement,
as well as how routing protocols can boost wireless
network performance.

Gentile et al. (2024) examined the impact of
different types of overlay networks on the performance
of VPNs and optical networks (ONs), including RTT and
bandwidth, while connecting many hosts inside the
same data centre, between data centres in the same
building, or across the Internet. Instead of the usual
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Docker, LXC, or Podman containers, these networks
link individual KVM instances. Where encrypted
channels, such as VTI, are not yet available, the second
analysis creates several unencrypted channels, and the
last analysis wraps overlay traffic using IPsec
(Transport mode). A comprehensive collection of
traffic simulation campaigns demonstrates the
achieved results[28].

Li et al. (2024), provide a solution that makes use of
VLAN and VXLAN many-to-one mapping, mandating
that all traffic originating from inside the data centre
must pass via the VxLAN gateway. Including network
aggregation and traffic visualisation in your thorough
review will help us determine how well our micro-
segmentation technique worked. Expand upon
introducing micro-segmentation by incorporating an
improved algorithm for asset behaviour. The system
builds behavioural profiles using the past traffic of
internal network assets; this allows for the quick
detection of suspicious conduct and the prompt
implementation of countermeasures. Cloud data centre
security may be greatly improved with the use of this
algorithm, as empirical findings show that it is quite
good at spotting suspicious activity in intranet
assets[29].

Madavarapu et al. (2023), suggested network offers
a solution for data flow according to the demand,
which is necessary for the EDS applications' network
paths. Electronic data interchange is now fully
protected thanks to the deployment of the suggested
VLANin a Cisco environment, which satisfies all
requirements. All of these rollouts have been a
smashing success, and the EDD platform for safe data
sharing across two separate local networks has been
fine-tuned[30].

Nourildean, Mohammed and Attallah (2023), used
the Riverbed Modeller simulation to examine the
VLAN in various circumstances inside a wireless
network utilising three ad hoc routing techniques. An
important downside of VLAN, according to the
research, is that it significantly reduces performance
while simultaneously reducing network latency and
data. It was possible to enhance the network's latency
and throughput using ad hoc routing algorithms, such
as AODV, DSR, and OLSR. As further research into ways
to enhance the latency and throughput of any network,
the results showed that these ad hoc routing
techniques enhanced the performance of WSN[31].

Alani and Al-Sadi (2023), investigates related works
on dynamic tunnelling with SD-WAN, classifies them by
research goal into practicable categories, and presents
the most common SD-WAN tunnelling applications,

specifically virtual local area network. Finally, this
paper's extensive literature review shows that SDN
link failure research dominates. This class uses SD-
WANSs' stronger networking and ability to fix most
communication issues. The controller might swiftly
recover by switching to a pre-computed backup path in
case of a fault. Dynamic VLAN Open-flow Software-
defined WAN Virtual LAN The CC BY-SA license makes
this article open access[32].

Romansky (2022), explores a potential avenue for an
optimised network architecture design, delving into
topics such as the requirements for setting up VLANS,
the organisation of a demilitarised zone for open
access, and the intricacies of creating a VPN. They
present a structural approach for designing optimal
network architectures with clearly defined sequential
phases[33].

Chen, Yan and Qiu (2020), the smart grid's use of
VLAN technologies is the primary focus of this article.
This paper proposes a three-layer switched VLAN that
partitions the distributed smart grid data management
system into independent subsystems with well-defined
logical communication units, based on an examination
of the fundamental features of smart grid management.
Due to this fact that clients and servers in service-
based VLANs are often in the same VLAN, the tests
presented in this article show that routing is
unnecessary for around 10% of the communications
that occur randomly across VLANs, a figure that
remains relatively constant between 0% and 4%. The
routing budget is reduced for VLANs based on
conventional policies as the maximum number of hosts
in a given VLAN grows[34].

Rodriguez et al. (2020) explore the possibility of
using Evolutionary Algorithms (EAs) to determine the
bare minimum of VLANs and the memberships that go
along with them that are required to facilitate secure
and reliable network communication. Greater solutions
feature fewer VLANs and greater security; a hybrid
Pareto-based fitness measure is devised to rate
alternative VLAN solutions, as the problem involves a
multi-objective search. Regardless of the situation,
such as an increase in the number of linked devices or
a decrease in the number of necessary VLANs, the
simulation results show that this method can reliably
identify short and secure VLAN groups|[35].

Below is a summary Table I of the related works in
VLAN technology and its applications, which organises
the information by author, year, focus, methodology,
key findings, technologies, challenges and future work.

Table 1 Summary of the related work based on Emerging Techniques for Large Networks of Virtual Local Area
Networks (VLANs

Alg‘;z;gs) Focus Methodology Key Findings Technologies Challenges Future Work
Network Analysed RTT Explored KVM-based Impact of Further
. . VPN, KVM, : s
Gentile etal. | performance of | and bandwidth networks and compared encryption on optimisation of
. . IPsec, Overlay
(2024) VPNs and variations with performance of network encrypted
. Networks s
overlay different unencrypted and IPsec- performance traffic in
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networks overlay encrypted overlay traffic, overlay
network types revealing key performance networks.
impacts.
Proposed
Micro- many-to-one Achieved secure, cost- | yj AN yy| AN, | Scalabilityof | Implementin
L mapping of effective micro- : ! . ty pleme &
. segmentation in S Micro- micro- the algorithm in
Li et al. VLAN and segmentation; introduced . .
data centres . - Segmentation, | segmentation; large-scale
(2024) using VLANS VXLAN traffic an algorithm for detecting Traffic compatibilit doud
8 with cost- abnormal internal network . o P Y .
and VXLAN effective behaviour Visualization of protocols environments.
implementation
dieTure VLAN Deployeq VLAN Successﬁ‘JIIy deployed VLAN, EDI, Ensuring end-
ployment for in a Cisco VLANSs with optimised Time Division | to-end securi Explore more
Madavarapu | Electronic Data environment, security for EDI using Multiplexin for EDI traffitcy secure methods
etal. (2023) Interchange tested with four | methods like time division p & for multi-party
. . . Cisco across
(EDI) different multiplexing and user- . EDI exchanges.
L . Environment networks
applications methods defined frames.
Simulated .

_ Impact of VLANs VLAN VLAN adoption reduced VLAN, . Testing VLAN
Nourildean, . ] ; VLAN-induced | performance in
Mohammed on wireless performance delay and throughput; ad Wireless overhead in more diverse
and Attallah networks with with AODV, hoc routing protocols Networks, wireless wireless

ad hoc routing DSR, and OLSR improved wireless sensor AODV, DSR,
(2023), . networks network
protocols ad hoc routing network performance. OLSR ;
scenarios.
protocols
Review of SD- Identified VLAN SD-WAN, Investigating
Alani and Dynamic WAN tunnellin management, multi-VLAN VLAN, Link failure SD-WAN
. tunneling with A g setups, and SD-WAN for Dynamic recovery and protocols for
Al-Sadi applications - .
(2023) SD-WAN and related to fault recovery as key Tunneling, dynamic path automated
VLANSs VLANs research areas in SD-WAN OpenFlow, optimisation VLAN
tunnelling. SDN management.
Proposed . . .
- Designed an optimised Securing .
network model for s E network layers
mods r VLAN | VLAN.vPN, | neworirs | Eending e
Romansk . configuration and VPN DMZ, and optimisin,
y architecture VLANs and VPN g & | cloud-based and
(2022) DMZ and VPI:I setup in integration, with an Network design for hvbrid
setu netwr:)rk emphasis on security and Architecture large-scale envir)(;nments
P architecture accessibility. networks ’
Designed a Expanding the
Application of three-layer Showed that VLANSs reduce Addressing
C:r?ggiin VLANsin smart | switched VLAN network congestion and Gvr lllﬁl\lilesta?)rrtk congestion in X()L‘il;] ;2;)](:_1 teilr1t1(:e
(2020) grid for distributed improve data processing 0 t;mization large-scale data in smart
management smart grid efficiency in smart grids. p grid systems rids
systems srids.
Evolutionary Igsree(:o}i}{)zls«]e(ii Demonstrated that EAs can Balancin
Algorithms ) L . VLAN, neing Investigating EA
Rodriguez (EAs) for fitness measure | optimise VLAN grouping to Evolutionary security and applications for
etal. (2020) ontimisin to optimise minimise the number of Aleorithms connectivity laree. dvnamic
s for s while ensurin AR with minima
. VLKN numfer VLANS f VLANs whil ing 0 glleatlo;l ith minimal rflgeéwz),rks
and securi connectivity security and connectivity. P VLANs ’
o and security

Conclusion

VLAN is a logical network segment within a physical
network that allows devices to be grouped together
based on their function, regardless of their physical
location, essentially creating separate broadcast
domains within a single network, improving
performance and security by managing traffic more
efficiently. In conclusion, VLANs are essential for
modern  network design, offering improved
performance, security, and scalability by logically
segmenting networks into smaller broadcast domains.
They provide benefits such as cost savings, easier
management, and enhanced security but also present
challenges like configuration complexity and security
vulnerabilities. Emerging technologies, including
Software-Defined Networking (SDN), VXLAN, and Al,
are enhancing VLAN capabilities, enabling more
dynamic, secure, and scalable networks. As network

requirements grow, VLANs will continue to evolve,
integrating with technologies like Zero Trust and
blockchain to address future demands for flexibility,
security, and performance. Future innovations will
likely address current limitations, making VLANs even
more efficient and robust for tomorrow's networking
challenges.
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