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Abstract  
  
Mobile Ad-hoc Networks (MANETs) are becoming increasingly popular due to their ability to provide communication 
in areas where infrastructure is not available. However, the lack of a centralized infrastructure also makes them 
vulnerable to security threats such as intrusion attacks. In this paper, we propose a secure intrusion detection system 
called EAACK (Enhancing Acknowledgment- based Intrusion Detection System) for MANETs. 
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Introduction 
 
Because of their natural mobility and scalability, 
wireless networks are always desired due to the fact 
that the primary day of their invention. As a result of 
the improved technology and decreased prices, wi-fi 
Networks have gained much more preferences over 
stressed networks in the past few decades. By means of 
definition, cellular advert hoc community (MANET) is a 
set of cell nodes Prepared with both a wireless 
transmitter and a receiver that speak with every other 
via Bidirectional wi-fi links both immediately or 
indirectly. Commercial remote gets right of entry to 
and control through Wi-fi networks are becoming 
increasingly more famous these days. One of the main 
Benefits of wi-fi networks is its ability to permit data 
verbal exchange between exclusive parties and 
nonetheless preserve their mobility but, this 
communique is confined to the range of Transmitters. 
This means that nodes cannot speak with each other 
while the gap Among the 2 nodes is past the 
communique range of their own. MANET solves this 
Trouble by using allowing intermediate events to relay 
facts transmissions. 

 
Background 
 
MANETs are composed of mobile nodes that 
communicate with each other without the need for a 
centralized infrastructure. This makes them useful for 
a variety of applications such as military operations, 
disaster response, and transportation. However, the 
lack of a centralized infrastructure also makes them 
vulnerable to security threats such as intrusion attacks. 
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As discussed earlier than, due to the limitations of most 
MANET routing protocols, nodes in MANETs count on 
that other nodes always cooperate with each different 
to relay statistics. This Assumption leaves the attackers 
with the possibilities to reap sizable impact at the 
network with simply one or two compromised nodes. 
To deal with this trouble, an IDS must be brought to 
decorate the safety level of MANETs. If MANET can 
stumble on the attackers as quickly as they input the 
network, we will be able to completely dispose of the 
potential damages because of compromised nodes at 
the primary time. IDSs typically act as the second layer 
in MANETs, and that they are a brilliant supplement to 
existing proactive tactics. 

Anantvalee and Wu presented a completely 
thorough survey on modern IDSs in MANETs. In this 
phase, we especially describe three existing 
approaches namely Watchdog, TWOACK, and Adaptive 
ACKnowologement (AACK). 
 
Literature Survey 
 
1. R. Akbani, T. Korkmaz, and G. V. S. Raju, “Mobile Ad 
hoc Network Security,” in Lecture Notes in Electrical 
Engineering, vol. 127. New York: Springer-Verlag, 
2012, pp. 659–666. 
 
In this paper, we discuss security issues and their 
current solutions in the mobile ad hoc network. Owe to 
the vulnerable nature of the mobile ad hoc network, 
there are numerous security threats that disturb the 
development of it. They first analyze the main 
vulnerabilities in the mobile ad hoc networks, which 
have made it much easier to suffer from attacks than 
the traditional wired network. Then they discuss the 
security criteria of the mobile ad hoc network and 
present the main attack types that exist in it. Finally 
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they survey the current security solutions for the 
mobile ad hoc network. 
 
2. Y. Hu, A. Perrig, and D. Johnson, “ARIADNE: A 
secure on-demand routing protocol for ad hoc 
networks,” in Proc. 8th ACM Int. Conf. MobiCom, 
Atlanta, GA, 2002, pp. 12–23 
 
An ad hoc network is a group of wireless mobile 
computers (or nodes), in which individual nodes 
cooperate by forwarding packets for each other to 
allow nodes to communicate beyond direct wireless 
transmission range. Prior research in ad hoc 
networking has generally studied the routing problem 
in a non-adversarial setting, assuming a trusted 
environment. In this paper, we present attacks against 
routing in ad hoc networks, and we present the design 
and performance evaluation of a new secure on-
demand ad hoc network routing protocol, called 
Ariadne. 

Ariadne prevents attackers or compromised nodes 
from tampering with uncompromised routes 
consisting of uncompromised nodes, and also prevents 
many types of Denial-of- Service attacks. In addition, 
Ariadne is efficient, using only highly efficient 
symmetric cryptographic primitives. 
 
Methods 
 
In EAACK, each node in the network is assigned a 
unique digital signature and authentication key. When 
a node sends a message, it attaches its digital signature 
and authentication key to the message. The receiving 
node then verifies the digital signature and 
authentication key to ensure that the message is 
coming from a legitimate source. If the verification 
fails, the receiving node sends an alarm to the other 
nodes in the network. 
 

Algorithm 
 

DSA and RSA 
 

We witness that DSA scheme always produces slightly 
less network overhead than RSA does. This is easy to 
understand because as the signature size of DSA is 
much smaller than the signature size of RSA. However, 
it is interesting to observe that the RO differences 
between RSA and DSA scheme varies with different 
number of malicious nodes. The more malicious nodes 
there are the more routing overhead RSA scheme 
produces. We assume this is due to the fact that more 
malicious nodes require more acknowledgement 
packets, and thus increases the ratio of digital 
signature in the whole network overhead. 
  With respect to this, we find DSA a more desirable 
digital signature scheme in MANETs. The reason being 
data transmission in MANETs consumes the most 
battery power. Although DSA scheme requires more 
computational power to verify than RSA, considering 
the tradeoff between battery power and performance, 
DSA is still preferable.  

Comparison of DSS and RSA 
 
• DSS provides us digital signatures. But it does not 
provide us key exchange and encryption. RSA provides 
us digital signatures, encryption and key exchange. 
• DSS and RSA both are based on public key 
technique. 
 
The Direct Digital Signature 
 
• Understanding a direct digital signature starts by 
analyzing there are only two parties involved in the 
passing of the signed information: the sender and the 
receiver. Direct digital signatures only require these 
two entities because the receiver of the data (digital 
signature) knows the public key used by sender. And 
the sender of the signature trust the receiver not to 
change the document anyhow. 
 
 
The Arbitrated Digital Signature 
 
• Implementing an arbitrated digital signature invites 
a third party into the process that called a "trusted 
arbiter." The role of this trusted arbiter is usually 
twofold: initially this independent third party check 
the probity of the signed message. then, the trusted 
arbiter dates, or time-stamps, the document, verifying 
receipt and the passing on of the signed document to 
its intended final destination. 
 
System Architecture 
 

 
 

Expected Result 
 
EAACK a secure intrusion detection system for manets 
is aimed at providing a secure solution for the 
detection of malicious activities in Mobile Ad-hoc 
Networks (MANETs). This project is expected to 
provide an efficient and reliable mechanism to detect 
intrusions and unauthorized access attempts in 
MANETs. The results of this project are expected to be 
a comprehensive system that can detect malicious 
activities in MANETs, including malicious nodes, packet 
drops, and other attacks. The system should also be 
able to identify false positives and false negatives while 
providing real-time alerts and notifications. The 



Prasad Barde et al                                      EAACK: A Secure Intrusion Detection System for MANETs 

 

230| International Journal of Current Engineering and Technology, Vol.13, No.3 (May/June 2023) 

 

system should also be able to generate reports based 
on the analysis of the collected data. 

It will also provide an efficient way to detect and 
respond to malicious activities in real-time. In addition, 
it will also be able to identify potential vulnerabilities 
in the network and recommend countermeasures. 

Furthermore, the project is expected to provide 
insights into how EAACK can be used for better 
security solutions for MANETs. 

 

• Screenshots of Implementation Step by Step 
 

 

 
 

 

 

 
 

 
 

 
 

 



Prasad Barde et al                                      EAACK: A Secure Intrusion Detection System for MANETs 

 

231| International Journal of Current Engineering and Technology, Vol.13, No.3 (May/June 2023) 

 

 
 

 
 

 
Conclusion & Future Work 
 
In this paper, we proposed a secure intrusion detection 
system called EAACK for MANETs. The system is based 
on the acknowledgement-based intrusion detection 
(ABID) method and enhances it by incorporating 
techniques such as digital signature and 
authentication. The simulation results showed that 
EAACK was able to detect and respond to intrusion 
attempts with high accuracy and low false alarm rate. 
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