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Abstract

IoT has emanate out of advance in communication and information Technologies. IoT can be used in vast
applications that can be used to simplify the needs of human beings. The IoT can be implemented in fields like Smart
cities, homes, healthcare etc. In IoT device communicates with other devices many issues and challenges comes in
picture regarding security and privacy. Trust management and how to calculate the trust score is one of the
important issue. In this paper issues regarding calculations of trust score and trust management is proposed. The
proposed method in this paper makes trust score calculation promising. The Fuzzy based method is proposed in this
paper. The fuzzy approach used in paper uses three linguistic values for six parameters which are calculated from
data collected from IoT devices. In this paper, we have also generated real-time datasets. We generate two datasets
and compare them to check our approach of calculating the trust score is correct or not. Then this datasets are given
to a proposed machine learning model. This proposed model can be used to predict trust score in IoT application.

Keywords: Fuzzy Approach, Internet of things (IoT), Trust Score, Device to Device communication, Trust

Management

Introduction

The IoT has emerged out in field of information and
communication technology has taken a series of
changes in human life. Over the past several years, the
development of communication and the internet make
all the things into reality. Internet of Things means the
wireless network of devices which are used in
application like office and home automation, Smart City
etc. The device used in this application is with
selfconfigure capability [2]. In 10T, there are different
types of computing devices in millions and billions of a
number, they have different size and they can
communicate with each other. The Decentralized
nature of the IoT environment faces the challenges in
security, Trust Management, Privacy and Identity
Management (IDM) [3]. [oT devices should be highly
secure, they should private, effective IDM and Trust
Management. Trust gives the device a decision making
power to make a judgment on other devices similar to
how humans make the decision about other humans
based on how much that person trust on the other. If a
person trust high to other then he get much access and
the other person can be secure to that person or
viceversa. A Trust relationship between two devices
can decide the upcoming interaction between those
two devices. When two devices trust each other they
love to share information, Resources to a certain level
according to the trust level. This issue can be
addressed by fuzzy-based trust calculation and trust

management for device to device communication using
machine learning. This paper uses a fuzzy approach to
calculate the trust. This paper uses calculated value of
Experience (Ex) [1-3], Knowledge (Kn) [1-3],
Recommendation (Rc) [1-3], Honesty (Ho) [4],
Cooperativeness (Co) [4] and Responsibility (Re) [4].
Real-time Dataset is generated by collecting the data
from the IoT Devices then calculating Ex, Ho, Kn, R, Co,
and Re. After calculating all the parameter we have
used a fuzzy approach to calculate the trust value and
its crisp value by the defuzzification method. In this
paper we have generated two data at different time on
same [oT devices. These two Dataset generated is then
compared. Then this data set is given to proposed
machine learning model.

This paper is organized as follow. Section II presents
related work. Section III presents Gap Analysis. Section
IV presents all the calculations related to calculating
the trust. Section V present the generation of datasets.
Section VI present proposed machine leaning model.
Section VII finally concludes the research and discuss
future work.

Related Works

Many Research are done on Trust Management for IoT
devices. Many different formulas for calculating trust
score has proposed by different researchers. Many of
them view trust as a binary that is trusted or untrusted.
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In 1996 M. Blaze et al. [5] has first introduced the
concept of trust management, Authors have
implemented a prototype ‘Policy Maker Interpreter,
which has the AWKWARD interpreter and built-in a
regular expression. Indrajit Ray and Sudip Chakraborty
in [6] define the trust and evaluate the trust relation
between A -> B communication Authors have defined
and evaluate three-parameters that are Knowledge,
Recommendation and Experience which helped in
evaluating the trust. Authors come up with computed
trust by trust vector defined in [6]. An FTBAC (Fuzzy
approach to the trust-based Access Control)
Framework is proposed by P. N. Mahalle et al. [7].
Authors used the mamdani type fuzzy rule-based
model. Three linguistics values that is Experience,
Knowledge and Recommendation are used by the
Authors in the Mamdani rule based model. The output
of the model was fuzzy set {Good, Average, Low}. An
FTBAC Framework includes three layer Device layer,
Request Layer and Access Control Layer. According to
trust value access is given to devices. . Fenye Bao et al.
in [8] proposed a protocol which uses three-
parameters from the human behavior (Honesty,
Cooperativeness and Community Interest) to evaluate
the trust. Trust value is a real number which ranges
between 0 to 1 where 0 indicates distrust, 0.5
ignorance and 1 as a complete trust. Siri Gulenge et al.
in [9] proposed a multi-agent trust management
scheme for decentralized VNET. Authors have used
fuzzy logic based approach to calculate the trust.
Authors have used threeparameter Cooperativeness
factor, Honestness Factor and Responsibility factor to
calculate the trust. Authors have calculated and
evaluated the Cooperativeness factor, Honestness
Factor and Responsibility factor with the single
connecting device that is A - > B. Author feed this
parameter to fuzzy model. Sudip Chakraborty et al. in
[10] come up with TrustBAC that is Trust based access
control. Authors have extended Role based access
control system to Trust based access control system. In
[10] trust level determine by three factors - the past
behavior that is experience, the knowledge and other
device recommended the device that s
recommendation. TrustBAC can choose one or all this
factors to determine the trust level. In [1] machine
learning approach is used to compute the trust for IoT
services. Authors first evaluated the trust parameters
and feed them to unsupervised machine learning
model to label the data and then SVM is used to predict
the new interaction as trust or distrust. All the above
trust management models for the distributed and
decentralized systems are sufficient for today’s world.
As [oT is growing day by day three parameters used in
a fuzzy approach [7] and [9] will be not more useful for
the growing world. This paper proposed a fuzzy
approach for trust management using six parameters
which is used to calculate the trust. Also, this paper
practically generates datasets using the fuzzy
approach. Then this dataset is feed to machine learning
model discus in section VI.

Gap Analysis All the methods and models proposed [1-
10] are designed according to today’s system. As [oT
grows day by day

huge amount of data is collected. To calculate the trust
after every interaction can cause loss in energy and
performance. From [5-7] three parameters used to
calculate the trust score are sufficient for present [oT
systems but for the modern world, we need more
parameters to calculate trust score. For consuming
energy and increase performance some artificial
system is needed to calculate the trust score efficiently.
Trust Calculation

The proposed trust score calculation is divided into
two part in this paper. The First part is for calculating
the parameter used for calculating the trust score. The
Second part is to calculate trust score using the fuzzy
approach. This Section are presented below.

A. Calculating Ex, Ho, Kn, Rc, Co, Re

Before evaluating the parameters we like to define two
characteristics of trust. The dynamic nature of trust
that trust changes over a time and propensity to trust
[1]. In this section 1 transaction = n number of
interaction in particular time period between two
device.

A.1 Calculating Experience (Ex) Experience (Ex) of
trustor about a trustee is defines as a number of
interactions between the trustor and a trustee in a
particular time period.

Assuming that there is total ni interaction in jth interval
of time. EW is the value of the experience of kt
interaction. In case of successful interaction Ex value
will be equals to +1 and in case of failure interaction E
value will be equals to -1.

Experience for jt interaction is given by j

0, if n
E =0
= Z ’
E if n
> =0
Ij is the experience for every interaction for a

particular time period.

So, Experience Ex for A on B in context c is given by
> wl
Ex =
>i

Where n is the number of past Experience form past n
transaction.

For Experience be in a range [-1, 1] we multiply weight
wifor ith number of transaction and it is given by

( Jw=_ Vvi=12, .... nAnd S=____

A.2 Calculating Honestness (Ho) High Honestness (Ho)
says that node or device is honest and send packet
honestly to another device. Honestness is calculated as
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N()

, if N
Ho(m)= N
1, Otherwise

<NandN=#0

Where Ns(m) is the number of the successful packets
forwarded by m and Nr is the total number of packets
sent by m. Ho(m) is Honestness for a particular time
interval.

Hoi (m) «< (1-B) x Hog-1y(m) + B x Hoi(m) Where Hoi(m)
is present value of Honestness and Hog-1)(m) is past
value of Honestness and f8 is weight associated with it 3
€ [0,1]. Honestness ranges between 0 to 1.

A.3 Calculating Knowledge (Kn)
Knowledge (Kn) given by

K =WS+WF

Where S/F is in range [-1,1], Ws, Wr in range [0,1] and
Ws+ Wk = 1, S and F are the number of successful
interaction and failure interaction. Ws and Wr are the
weight corresponding to S and F. Knowledge Kn € [-1,
1]

A.4 Calculating Recommendation (Rc)
Recommendation (Rc) is given by

» RA—— B .1
Rc =
>» R A— B
Where R A—— B is successful interactions divided

by the total interactions in a particular time period.
Recommendation (Rc) is also in the range between [-
1,1]

A.5 Calculating Cooperativeness (Co)
Cooperativeness (Co) given by
N (A—-B)
CoA-»B |
= N
1, otherwise

ifN(A>B)<N

Where Nt (A-B) is total package forwarded for a
particular time interval say i and Nais average of past n
successful forward packets. Co(A) is cooperativeness
for a

particular time interval
cooperativeness of A on B

now Co(A—B)i will be

Co(A—-B)=(1-B)Co(A—- B)+BCo(A— B)

Co(A—B)i1 is past value Co(A—B)i and Co(A—B)i is
present value of the cooperativeness of A on B and f is
weight associated with it § € [0,1] Cooperativeness

(Co) ranges between
[0,1]

A.6 Calculating Responsibility (Re)
Responsibility (Re) given by

N()
<NandN=#0

,ifN
Re(m)= N
1, Otherwise

Where Nrm) is the total successful interactions for a
particular time period with the neighbor and Na is the
average of past n successful transactions. Re(m) is
responsibility for a

particular time interval. Rejm) will be responsibility of
device m

Rei (m) « (1- B) x Re¢-ny(m) + B x Rei(m)

Rei-1(m) is past value Reim) and Reim) is present value of
Responsibility of A on B and (3 is weight associated
with it €

[0,1]. Responsibility (Re) ranges between [0, 1]

B. Calculating Trust

To calculate the trust we used the Fuzzy approach. We
used the Mamdani-type [11] [12] fuzzy rule based
model which uses linguistic values Ex, Ho, Kn, Rc, Co,
Re. The output of the model is the fuzzy set and the
output value is converted to crisp value by the
defuzzification method at the center of gravity (COG)
[13].

[ p®xdx ¥ pEx
COG(A) = COG(A) =

J nmdx ¥ pE
Trust can be said as a function of Ex, Ho, Kn, Rc, Co, Re

T = f(Ex, Ho, Kn, Rc, Co, Re)
Output of this function is fuzzy set given by
T = {Trust, Ignorance, Distrust}

This fuzzy set value is converted to crisp value by
defuzzification method mention above.

Table 1 show linguistic value Experience,
Recommendation and Knowledge and Table 2 show
the linguistic value of Cooperativeness and
Responsibility. Table 3 show the linguistic value of
Honesty

Table 1: linguistic value of experience,
recommendation and knowledge

L(Ex) L(Rc) L(Kn) Fuzzy numbers
Bad Negative | Insufficient | [-1,-1,0.1,0.25]
Average | Neutral Less [0.2,0.3,0.5,0.6]
Good High Complete [0.5,0.7,0.8,1]
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Table 2: linguistic value of cooperativeness and

responsibility
L(Co) L(Re) Fuzzy
Numbers
Less Bad [0, 0, 0.45]
Average Average [0,0.45,0.9]
Good Good [0.45,0.9,1,1]

Table 3: Linguistic Value Of Honesty

L(Ho) Fuzzy Number
Dishonest [0,0,0.8]
Partial [0,0.8,1]
Honest [0.8,1,1]

Figure 1, 2, 3, 4, 5, 6 shows the membership function
Experience, Honesty, Knowledge, Recommendation,

Cooperativeness and Responsibility respectively.

Mermbership function plots

Bad Average Good

Figure 1: Membership function for experience

Mambers hip function plots

‘Dishonest Partial

Figure 2: Membership function for Honesty

T T T T T T
3 l Insufficient Less Complete

Figure 3: Membership function for Knowledge

T T T T
L Negative Neutral High
1 f

0. , /

Figure 4: Membership function for Recommendation

Membership function plots.
T T T

i Less Average Good

1Aput variabl "Cooperaveness™

Figure 5: Membership function for cooperativeness

Diffrent Average Same
'
08
oy T T
0 01 02 03 04 05 06 07 08 09 1
nput variatie “Responublty”

Figure 6: Membership function for Responsibility
Table 4 shows the linguistic value for the output
variable trust and Figure 7 shows the Membership

function for the output Trust.

Table 4: Linguistic Value Of Trust

L(T) Crisp Range Fuzzy Value
Distrust Below 0.6 [0,0,0.6]
Ignorance 0.6t0 0.9 [0.6,0.8,0.9]
Trust Above 0.9 [0.85,1,1]
= PO — —

Figure 7: Membership fﬁ;l.étlan for output (TRUST)

Step 2 is to develop a fuzzy rule as there are six
parameters and all have three linguistic value (Good,
Average and Bad) so 3¢ = 729 rules can be made we
taken all the rules in consideration out of that few are
shown in Table 5

Table 5: Fuzzy Rule Set (Few of them)

Rule fEx And Ho | And Kn And Rc | Amd Co | Amd Re | Then T
1 ad Dishonest Insufficzent | High Good Good Trugt
2 ad Dishonest Insufficent | High Good Average | Ignorance
3 ad Dishonest Complete Negtive Less Average
4 ad Dishonest | Complate Negative Less Bad Digteust
3 ad Dishonest | Complate Negative Good Good Trust
verage Dishons®t | Insufficient | High Average Average Tgnorance
Average Dishonest | Insufficient | High Average Bad Distrust
Average Dishonest | Insufficsent | High Good Good Trugt
Good Honest Less Neutral Average Bad Ignorance
10 Good H{onest Less Neutral Good Good Trust
11 Good Dishonest | Loss Negtive Less Bad Distrust
12 Good Dishonest | Less Negative Average Good 1gnorance

Step 3 is to calculate the fuzzy value output by putting
values of Ex, Ho, Kn, Rc, Co and Re to
interface/Libraries. The Output will be fuzzy set
{Distrust, Ignorance, Trust}. Step 4 is to calculate the
crisp value from fuzzy set and that is done by central of
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gravity defuzzification method as discussed above. The
range of Trust value is between [0, 1]

In the next section, we are going to see how to generate
the dataset and calculate the trust. We have also
compared the two datasets generated at different
times.

To generate a dataset we have calculated Experience,
Honesty, Knowledge, Recommendation,
Cooperativeness and Responsibility by Equations
discussed in section IV. We have also calculated trust
as discussed in Section IV. We used 7 nodes A, B, C, D, E,
F and G and they are connected to each other by 3
switch and 1 router. Switch 2, Switch 3 and router is
connected to Switch 1 by the wired medium. Node A is
connected to Switch 2 by the wired medium. Node B, C,
D, E is connected to Switch 3 by the wired medium and
Node F and Node G
wirelessly. Using Python libraries we have connected
all the nodes. Then we continuously forwarded ICMP
packages of 400bytes, 600bytes and 800bytes to any of
the node for 60 sec while generating dataset 1 and
30sec while generating dataset 2. After sending
continuous packages we have capture sender node,
receiver node, time period of forwarding packages,
total packages forwarded, total successful packages
forwarded and package loss. Also, we have find
maximum, average and minimum time to send single
ICMP package. Also, we have used TCP and UDP
connection to forward the packages. The next step was
to calculate the all six parameters form data generated
as discussed above. We have calculate it by equation
used in Section IV. The next step is to calculate trust
using the fuzzy approach as discussed in section IV
(Calculate Trust). We have calculated both fuzzy and
the crisp value for trust. Dataset 1 has total of 1931

is connected to the router

rows and Dataset 2 has total of 4499 rows. In Section
V.I we will compare dataset 1 vs dataset 2Figure 8
shows the Datasets some rows. Hader row contains

Client, Server, Experience, Honesty, Knowledge,
Recommendation,
Cooperativeness, Responsibility, Crisp output and

Trust value. 4 Steps to generate dataset

Step 1. Design a network and start communication
between them (Section V).

Step 2. Extract sender node, receiver nod, total
packages send, dataset it was observed that as
communication increases the trust total successful
packages send and package loss between devices
increases but by very less number. Step 3. Calculate
Ex, Ho, Kn, Rc, co, Re(Section IV.A)

Step 4. Caleulate Trust (Section 1V.B) and generate dataset.

Client |Server r"‘ Hanesty et [athonse

N T ] s
1 D000
L0000
05258
0.384)
D420
DEZI0
04030
03345
06673
09310] 0438
OTITE| D333
0865 D6
neszz| 0330
09541 | 04wz
ngas2| 0347
09000 04734
09019 04321
09914] 03073
09973] 06537

Enawrlo|FoC*™ |COOREE | o e Crisp_ [Trust_Val
dge

D.1667
03600
05277
0557
05233
03123
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D023
01829
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D 207E
04574
03534
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e 1]
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034613

1.0000
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08002
09550
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10000
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04413
0.007
09995
09395
09500

]
1.0000
1.0000
10000
05827
[ SFET
09701
09560
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1 000
1 0000
05258
0.0
0440
020
0410
02033
0 5466
03235
0,170
05351
07925
04293
02260
04135
04021
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01401

09000 | Trast
0U5000 | Trust
U000 | Trust
07928 |Igriorance
09063 | Trust
05045 | Trast
05725 | Distrust
04496 | Distoust
01216 | Igricranee
014934 | D etrust
03425 |Dastrust.
07927 |Ignorance
02405 |Ignorenee
07920 |lgriorance
0_9RB%T | Distrisst
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04999 | Dustrast
02001 |Ignorance
0LE007 |Ignoranee

e (r[Elrlrl=r === ===
LB B R - =Rl AR A e R - - e R A - R =R A L

Chart | show a comparison between Dataset 1 and
Dataset 2. Chart | clearly shows that there is not too much
different between Distrust, Ignorance and Trust value which
means our method of calculating the trust is correct. Table 6
shows the compression,

Dataset 1 vs Dataset 2
B0.00%
40.00%
T |
Distrust lgnorance Trust
M Dataset 1 W Dataset 2
Chart 1: Dataset 1 vs Dataset 2
TABLE 7: DATASET Ivs DATASET 2
DATASET 1 DATASET 2
DISTRUST 16.3 15.05
IGNORAMCE 33.6 3.8
TRUST 50.2 531

By comparing this two dataset i.¢. Dataset land Dataset
2 we can say that our caleulation is correct. Also by comparing
two datasets it i1s observed that only 50-55% fully trusted
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sending the important package to the untrusted devices. The
datasets generated above and equation which are mention in

VL PROPOSED MACHINE LEARNING MODEL

Figure 9 shows the machine leaning model. We have randomly
generated 3 data frame from dataset that we have generated in
section V. Each data frame 1s given to three different algorithm
i.e. Random Forest (RF), Naive Bayes (NB) and Decision Tree
(DT). By voting classification final model get generated. Test
data is feed to model and accuracy of Model is calculated of
system. Proposed Model 1s divided in 3 level: Level 1 split the
dataset in 3 train Dataset Randomly, Level 2 is train data is send
each algorithm describe in figure 9 and generate the 9 model.
Level 3 takes output of each model and perform maximum voting
classification.

DATASET

—

Level 1

—

Split Dataset To 3 (Train )Dataframe

Train Data 1 Train Data 2
LEU%LI vy ‘l
|.\'B|"|m=| e || [we [ [~8 ] | [re ]

o7 |

Model of Each Algorithm is genrated by traing Dataset

Y ¥ ¥y Y v v ¥ ¥ ¥

[nin [ sz v [ vg [ s [ M6 [ M7 [ M8 [ o |

Level 3
Voting

Accuracy, Error,
Precision, Recall

Figure 9 Proposed Machine Learning Model

communication and 15-20% Untrusted

communication. In a

In this Paper we have taken whole Dataset 1(Discuss in
section V) as train dataset and split it into 3 train
dataset randomly and Dataset 2(Discuss in section V) is
taken as a test dataset. Splitting of dataset is done using
sklearn library and Gaussian distribution is used to
create the category of data because Naive Bayes need
categorical dataset as an input. Those Train Datasets
are passed to Naive Bayes, Decision Tree and Random

Forest algorithm and model is created as shown in
figure 9. Again sklearn libraries of python are used
create a models of these algorithm (NB, DT, RF). Size of
train data set is [(1931, 9)] and test dataset [(4499,)].
Total 9 models are trained according to proposed
system model in figure 9 M1, M2 to M9. Then next in
next level voting is done. The maximum class will win
the voting election and the class will be the final
predicted output of model or proposed system. Output
is in set of [Distrust (Class 0), Ignorance (Class 1), and
Trust (Class 2)]. After the model/proposed model is
trained. The Test dataset i.e dataset 2 is passed to
proposed model and performance of model is
measured shown in table 8. Table 8 shows the different
between NB vs DT vs RF vs

Proposed Model on basis of accuracy and error rate

TABLE 8: RANDOM FOREST (RF) VS NAIVE BAYES
(NB) VS DECISION TREE VS PROPOSED MODEL

Model  Naive Bayes Decision Tree Random
Forest  Proposed model

Performance %

Accuracy 87.014 94.377 95.532 96.177

Error 12986 5.623 4.468 3.823

Table 8 shows that proposed model has highest
accuracy then other 3 model (Random Forest (RF),
Naive Bayes (NB) and Decision Tree (DT)). Table 9
shows the Confusion Matrix and table 10 shows
Precision, Recall, f1-score, Support of all three class
and there average and total value.

TABLE 8: RANDOM FOREST (RF) VS NAIVE BAYES
(NB) VS DECISION TREE VS PROPOSED MODEL

Model . o
Naive | Decision | Random | Proposed

OP;erformance Bayes | Tree Forest model

0
Accuracy 87.014 | 94.377 95.532 96.177
Error 12.986 | 5.623 4.468 3.823
TABLE: 9 CONFUSION MATRIX
Predicted Class 0| Class 1| Class 2
Actual (Distrust) (Ignorance) (Trust) Total
Class 0 646 31 0 677
Class 1 37 1384 11 1432
Class 2 0 93 2297 2390
Total 683 1508 2308 4499

TABLE 10: PRECISION, RECALL, F1-SCORE, SUPPORT

Class Precision Recall F1-score Support
0(Distrust) 0.95 0.95 0.95 677
1(Ignorance) 0.92 0.97 0.94 1432
2(Trust) 1.00 0.96 0.98 2390
Avg/Total 0.96 0.96 0.96 4499
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In this paper the proposed model describe above in
this section is the most accurate then Random Forest
(RF), Naive Bayes (NB) and Decision Tree (DT).

Conclusion And Future Work

In Internet of things for D2D commination there are
many challenges and issues related to security, privacy,
access control, identity management etc. One
important issue and challenge is the trust management.
In this paper, we have proposed a method to calculate
the trust using the fuzzy approach. A Fuzzy model uses
six parameters as an input and returns a fuzzy set of
Trust as the output. This paper also proposed the
method to generate real time dataset using fuzzy based
model. We have generated 2 datasets and compare
both dataset. A machine learning model is proposed in
this paper which can be used in future work.

In future work, we like to apply machine learning on
datasets to make the artificial system. This fuzzy
approach can also be used in an access control
mechanism. Trust calculation can be used in IoT
applications like smart city, Home and Office
automation, meteorology department etc.
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