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Abstract  
  
Industrial Automation and Control Systems (IACS) required to facilitate the safer means of information 
communication between smart devices such as various Intelligent Electronic Devices (IEDs). Security in Industrial 
Automation and Control Systems (IACS) is critical task as many of these devices are present in remote location and 
controlling critical plant processes. These IEDs and SCADA or other hosts uses various protocols such as Modbus, 
DNP3 etc. Here focus of work is to detect security attacks on IACS products. Protocols such as Modbus or basic DNP3 
does not provide any security features. These creates opportunity for attacker to attack IACS devices using man in the 
middle, packet modification, eavesdropping types of attacks. Attack on any device is possible due to vulnerabilities in 
device itself or kind of protocols used. It is important to understand such communication protocols so that we can 
understand how attacker can affect communication mechanism to attack the device. Here as a reference we have 
considered Distributed network protocol version 3 (DNP3) which is nonproprietary protocol used in Supervisory 
Control and Data Acquisition (SCADA) system. DNP3-SA provides authentication mechanism which ensures the 
integrity and confidentiality between communicating devices. However, it may need to detect attacks if attacker can 
breach the defense mechanism of the protocol. The purpose of this project to detect attacks. This can be done by 
monitoring network packet of given protocol (which is DNP3 in this case) as well as by monitoring various system 
information. Network packets can help us to prevent the attacks while system information can be utilized to identify 
attack as soon as attack has taken place.  
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Introduction 
 
Disrupting services in critical infrastructures is a very 
important issue to consider. As disruption, either 
minor or major, deliberately or mistakenly caused to 
these infrastructures can lead to damaging highly 
sophisticated devices, degrade system performances 
and causes substantial economic losses. In addition, it 
could pose as life threatening situations to the society. 
Unfortunately, this situation has now become the 
target area for many malicious attackers.  
 

 
Fig.1DNP3 Layer Architecture 

The products which are being used in Industrial 
Automation and Control Systems are vulnerable to 
various security attacks. In such situations monitoring 
the device as well network behavior will help in 
identifying most of the critical situations. DNP3 
(Distributed Network Protocol) is a set of 
communication protocols used between components in 
process automation systems. It is primarily used for 
communications between a master station and IEDs 
(Intelligent Electronic Device).  DNP3 protocol has 
three layers which includes data link, transport and 
application layer. DNP3 can be used over a variety of 
physical media, including serial links and IP networks. 
However, DNP3 is typically used with IP networks. In 
the network most of the attacks are possible on IP 
networks therefore, considering network monitoring 
plays and important role for security of the system.  

  
Motivation  
  
Initially security was not concern as Many SCADA 
based systems in today’s operation were deployed 
decades ago with availability and personal safety as the 
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primary concerns. SCADA systems initially depended 
on proprietary elements but nowadays, Open 
communication protocol are being used in SCADA 
systems as well as other IACS products. The technical 
details of such protocols are easily accessible to 
everyone. Many IACS products are connected to 
Internet. With the acceptance of Internet into the 
SCADA networks the IACS products are now 
interconnected to achieve efficient information but 
vulnerable to malicious intent of attackers. Teams of 
sophisticated hackers are also employed by criminal 
organizations or terrorists to break into these systems.  
  
Need  
  
Cyber security is a dynamic in nature. A goal of security 
is to enhance the ability of systems to operate 
correctly, even in the presence of unexpected 
conditions or when subject to deliberate attempts to 
interfere with that correct operation. There are many 
different techniques that enhance cyber security and 
various techniques can often be used in combi-nation 
to provide resilience against specific sets of potential 
problems or vulnerabilities. Over time, new security 
threats will be discovered, and new methods devised to 
compromise existing techniques. New problems will 
appear that has not been previously imagined. As new 
techniques are developed that expose or exploit 
security flaws, new measures need to be developed to 
address those changes and maintain system security. 
Even if attacker is successful, system should alert user 
on priority that attack has taken.   
  
Review of Literature  
  
Y. Xu et.al [1] studied and analyzed various 
communication protocols such as DNP3, Modbus, IEC 
60870-5-104, IEC 61850, IEC 61400-25 as well as IEEE 
C37.118. They have also given attacks possible on 
these protocols and its mitigation techniques. Most of 
these protocol lacks any of the authentication, 
authorization, encryption, availability, integrity, 
confidentiality. Due to lack of network security 
features man-in-the-middle, Denial of service, replay, 
injection, spoofing, eavesdropping and modification all 
these attacks are possible on the protocol. They have 
provided the solutions such as risk assessment, 
encryption, authentication and intrusion detection 
techniques.  
Ihab Darwish et.al [2] highlights different security 
threats and vulnerabilities that is being challenged in 
smart-grid utilizing Distributed Network Protocol 
(DNP3) as a real time communication protocol. Two 
attack scenarios have been demonstrated:1. unsolicited 
message attack 2. Data set injection. The 
experimentation was done in DETER testbed platform. 
Intrusion detection system is used to identify the 
attackers targeting different parts of the system. 
mitigation techniques are also proposed. and they have 
used host-based intrusion detection agent at each 

Intelligent Electronic Device (IED) for the purpose of 
detecting the intrusion and mitigating it.    
Ihab Darwish et.al [3] have created an attack detection 
model using the Round-Trip Time Delay (RTTD) for 
DNP3 transactions. They have used host-based 
intrusion detection technique and Naïve Bayes 
estimator was used to categorize network traffic by 
application. Likelihood distribution for both legitimate 
and hacked transactions are modeled using Bayesian 
analysis. Maximum A Posterior probability (MAP) and 
the loss functions are used to optimize threshold for 
improved attack detection accuracy. They measure the 
average  
“Round Trip Time Delay” (RTTD) for each DNP3 
transaction (Request and Response packet exchange). 
Then they performed a dynamic adjustment to the 
maximum allowed timeout by adding the safety margin 
“m” to the average round trip time delay RTTD.  
Determination of “m” is decided experimentally in the 
DNP3 testbed environment during the normal DNP3 
transactions and after initiating the attack. Using the 
retransmission strategy is their second approach in the 
mitigation process.    
Raphael Amoah et.al [4] presents DNP3 Secure 
Authentication for Broadcast (DNP3-SAB), a new 
lightweight security scheme for broadcast mode 
communication. In DNP3 protocol standard broadcast 
scheme is proposed but they have not mentioned its 
security. In this paper DNP3 Secure Authentication for 
Broadcast (DNP3-SAB) which is a new lightweight 
security scheme for broadcast mode communication 
was proposed. The proposed scheme is modeled, 
validated, and varied using colored Petri Nets against 
the most common protocol attacks such as 
modification, injection, and replay. The proposed SAB 
uses a hash chain to solve the problem of key 
management. Hash values used for messages are linked 
together as a hash chain. The usage of a single key 
together with the hash chain removes need for a key 
per message.    
Ihab Darwish et.al [5] analyzes vulnerabilities and per-
forming penetration testing using man-in-the-middle 
(MITM) attacks to identify possible threats associated 
with smart grid. They have used game theory for 
theoretical modeling. The paper can analyze the 
outcomes of MITM for DNP3 environment. They have 
given pass and drop mitigation technique to reduce the 
impact of MITM attacks along with the selection of 
retransmission timer.    
Jeyasingam Nivethan et.al [6] proposed the Linux 
based firewall for DNP3 protocol. They have added the 
fileting rules which are used to identify the common 
attacks on DNP3 protocol. The testing is done at scaled 
down electric power station between DNP3 master and 
DNP3 slave. They use the iptables open source firewall 
facility. The experimental results show that the 
proposed approach succeeded in blocking most of the 
DNP3 attack traffic.    
Jin Bai, Salim Hariri et.al [7] find out the fact that 
security was not the goal while designing DNP3 
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protocol so attacker can easily target the device which 
is part of critical infrastructure. They have proposed 
the automatic network protection framework to detect 
the attacks on DNP3 over TCP/IP. They have focused 
on ruled based anomaly intrusion detection. The 
testing result shows that the system has high positive 
rates and very low false positive rates. As well as for 
testing they have used both offline and online testing.  
  
Proposed Methodology  
  
This project work aims to detect possible or actual 
attacks. The network activities can be monitored such 
as connections from unusual locations at unusual time, 
or unexpected communication sequences, monitoring 
certain function codes or monitoring certain fields in 
DNP3 headers. System information can include few 
parameters such as unusually slow system 
performance, system crashes or reboots, abnormal 
system performance or getting memory filled etc. 
While system learns from network monitoring as well 
as system monitoring, there will be higher chances of 
detection of attacks.  
  
Network monitoring will be done by following way:    
Capturing Module: This module will capture the 
network packets from the network using scapy python 
library. The packet capturing is done in live mode so 
that real time monitoring will be achieved.   Parsing 
Module: This module will monitor the captured 
packets and analyze different parameters of DNP3 
protocol. DNP3 protocol packet is decoded in thi  s 
module.  
Feature Selection Module: This module will extract 
the meaningful features which plays an important role 
in identifying normal packet and malicious packet and 
the parameters which are redundant in this process 
are discarded.  

 
 

Fig. 2.  Network Monitoring 
   
Label Tagging Module: The label tagging module will 
add label to each packet as malicious packet or normal 
packet so that the algorithm will learn from the pattern 

of the packets and will help in taking decision in future. 
This module will add the automatic labels to packets 
based on predefined rules.    
Classification Module: This module will classify the 
live packets as normal or malicious based on past 
learning and give an alert if certain suspicious 
condition occurs.  
 

 
Fig. 3.  System Monitoring 

  
System monitoring will be done in following way: 
System Parameter Selection Module: This module 
will extract the different system parameters such as 
system log, task history, CPU percentage and memory 
usage. The collected information will be stored for 
further analysis which plays an important role in 
identifying normal and abnormal system behavior and 
the parameters which are redundant in this process 
are discarded.    
Label Tagging Module: The label tagging module will 
add label to combination of system parameters as 
normal or abnormal. These labels will help in taking 
decision in future. Automatic Label tagging will be 
done based on the rule set.  
  
Classification Module: This module will continuous 
look for the system parameters and if any suspicious 
condition occurs then gives and alert.    
In this way in order to determine if an attacker has 
violated your system or network the normal system as 
well as network behavior needs to be understood. The 
protocol which is being used for the communication 
between the Industrial Automation and Control System 
devices also needs to be analyze for further improving 
the accuracy of monitoring mechanism. From both 
system and network monitoring the alert will be 
generated which inform the system administrator 
about possible suspicious activity.  
  
 Results  
  

Table 1. Attacks and Mitigation Techniques 
 

Attacks Mitigation Techniques 

1.  DFC (data flow 
control) bit 

If DFC flag is set to 1 then outstation event 
buffer needs to check to identify whether it is 

full or not. 

2.  Unsolicited 
response disables 

The master can stop the outstation from 
sending unsolicited response. The requested 

device history needs to check. 
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The above table highlights some of the possible attacks 
on DNP3 and how they can be mitigated.  
  
DFC (data flow control) bit: If DFC bit set to 1 in 
response indicates event buffer of outstation is full. 
Attacker can set this bit to 1 to tell master that device is 
not able to process the request. That way master will 
not send further request to this device if continuously 
gets DFC= 1 in response. In that case from master side 
the communication pattern between the two devices 
needs to check to analyze how frequently the 
outstation device set this bit to 1 and if deviation occur 
between the communication pattern then it can be 
considered as attack. In case of outstation device if the 
response of DFC is set to 1 then system parameters of 
that device need to check to identify what causes this 
event buffer full condition.  
  
Unsolicited Response Disable: In this case master 
device has permission to stop unsolicited responses 
from outstation device. If attacker maliciously send 
0x21(disable unsolicited) function request in the 
request message, master will never receive any 
unsolicited response from that device in future. To 
avoid such attack authenticity as well as requesting 
device history needs to check which helps in 
identifying whether master had stop unsolicited 
response in past or not.  Master device also check the 
pattern of the unsolicited responses of outstation 
device and if master has not received any unsolicited 
response in maximum amount of time as expected and 
if master has not sent any request to disable 
unsolicited response then attack might be taken place.  
  
Conclusion  
    
It is very difficult to monitor the system at remote 
location due to its critical infrastructure. Any kind of 
security attack on these devices can lead to loss of data 
that should not be compromised and some cases 
causes the system to malfunction and affect the overall 
plant. The monitoring system provided by this project 
will give the alert for suspicious activity by monitoring 
both system and network parameters. By focusing on 
both system and network activities and analyzing 
pattern we will be able to provide high correct 
detection rate and very low false positive rate.  
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