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Abstract 
  
In this paper, an articulation of encryption and authentication system for the purpose of information security in 
multimedia communication system is proposed. This technique is based on approach which merges an encryption 
algorithm: AES, the block cipher algorithm and proposed authentication technique. This technique provides a dual 
factor to secure data. This can help in restrict the confidential data of user to restricted persons only. This not only 
saves time but also reduces overhead of decrypting any falsely acquired data as it is easy to check and verify hash 
beforehand.  Also, comparison of the proposed scheme with others is given in this paper. 
 
Keywords: Block cipher, encryption, image security, hash function, authentication. 
 
 
1. Introduction 
 

1 Cyber warfare is the advanced form of warfare at 
present. A multimedia communication system’s safety 
can only be secured if the internal network that 
connects to all domains of development remains safe 
and secure. But at the same time, this ease of 
transmission and sharing of data needs high security 
issues in terms of [A. J. Menezes et al, 1997]. 

 
1) Confidentiality- Information is kept secret from all 

non- authorized parties. 
2) Availability- It ensures access to information in the 

normal scheduled conditions whenever needed by 
authorized parties. 

3) Reliability- It is based on 
s 

a) Integrity—The message has not been modified 
during transmission by non-authorized persons. 

b) Authentication—A proof of the information origins 
and of its attachment to one person. Reliable 
pieces of   information can be used confidently by 
the sender. 

 
Cryptography is the only means to achieve any 
information systems, confidentiality of data, data 
integrity, and Non-repudiation services [C.Paar et al, 
2009]. If once decrypted or its digital signature deleted 
or lost, one piece of information is no longer protected 
and it becomes hard to verify its integrity and its 
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origin. From this outlook, these means of 
cryptographic, specially encryption, instead seem as 
an  a priori  protection mechanisms [ D. Bouslimi et al, 
2012]. Hash functions are very common and important 
cryptographic primitives. Their primary application is 
to use congregate with public-key cryptosystems in the 
digital signature schemes. They are also a hash 
building block of secret-key Message Authentication 
(MA). By far one of the most widely accepted hash 
functions is SHA-1 (Secure Hash Algorithm-1) [FIPS-
180-4, 2012]. Depending on the matching between the 
hash function and the block cipher, it is easy to 
combine the hash code and the block cipher. The block 
cipher has only one input which is the key and one 
output, and a variable-length key block which is the 
same as hash function.  
 The rest of the paper is organized as follows. A brief 
overview of the AES encryption is exposed in section 2. 
Section 3 describe the proposed articulation of 
encryption and authentication technique. In section 4 
we describe in performance evaluation of the obtained 
results. Conclusion is discussed in the last section. 
 

2. Cryptographic Primitives 
 
AES (Advanced Encryption Standard) is a symmetric 
cipher that processes data in 128-bit blocks [FIPS-197, 
2001]. It supports key sizes of 128, 192 and 256 bits 
and maintaining the integrity of the specifications 
consists of 10, 12 and 14 iterations. Each round mixes 
the data with a round key, which is generated from the 
encryption key. The Cipher maintains an internal, 4x4 
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matrix of bytes, called state, on which operations are 
performed. Initially, state is filled with the input data 
block and XORed with the encryption key. Regular 
rounds consist of operations called Substitute bytes, 
Shift rows, Mix Columns, and Add Round key 
[M.Pitchaiah et al 2012]. 
 
(1) Substitution Bytes: The Substitution Bytes 
transformation is a nonlinear substitution operation 
that works on bytes. Each byte of the input state is 
replaced using the same substitution function (called S-
Box). The S-Box is defined as the multiplicative inverse 
in the Galois Field GF. The Inverse Substitution Bytes 
transformation, which is needed for decryption, is the 
inverse of the affine transformation followed by the 
same inversion as in the Substitution Bytes 
transformation. 
 
(2) Shift Rows: The Shift Rows transformation rotates 
each row of the input state to the left, whereby the 
offset of the rotation corresponds to the row number. 
The Inverse Shift Rows of this transformation is 
computed by performing the corresponding rotations 
to the right. 
 
(3) Mix Columns: The Mix Columns transformation 

maps each column of the input state to a new column 

in the output state. Each input column is considered as 

a polynomial over GF (  ) and multiplied with the 

constant polynomial. The coefficients of a(x) are also 

elements of GF and are represented by hexadecimal 

values in this equation. The Inverse Mix Columns 

transformation is the multiplication of each column. 

 
(4) Add Round Key: The Add Round Key 
transformation is self inverting. It maps a 128-bit input 
state to a 128-bit output state by XORing the input 
state with a 128-bit round key. 
 
3. Proposed Articulate Encryption and 
Authentication Technique 
 
In the proposed methodology, we have designed an 
authentication scheme which is embedded right next to 
AES in the same workflow. User can perform 
cryptographic operations like encryption and 
decryption alongside hash generation for verification 
of visual data.   
 

 
 

Figure 1: Process of encryption 
 

This not only saves time but also reduces overhead of 
decrypting any falsely acquired data as it is easy to 
check and verify hash beforehand.  

In our approach we use a robust method that can be 
able to encrypt any kind of image which of different 
sizes as well as for black and white image or colored 
image. The input image is of 128 bits. In this approach 
there will be a 10 rounds occur for 128 bits. There will 
be a four blocks in one round. Block diagram of 
proposed approach is shown in figure 1. 
 The function of AES is to encrypt the image. The 
user password is created which is applied to the hash 
function. It provides authentication to the system. The 
process of AES block is shown in figure 2. 
 The plaintext which is in the form of pixels i.e. 128 
bits (block) and sub keys of 128 bits long are XORed 
and then applied to the first round of AES Block and 
soon. The output of tenth round is 128 bits cipher text. 
N is a variable. N can be minimum 10.In figure 3, shows 
the functions performed by rounds in AES block. 
 By using encryption method i.e. AES symmetric 
algorithm, information of colored image are encrypted 
and decrypted as shown in figure below. Table 1 
represents the hash functions of colored image which 
is used for verification. 

 
Figure 2: Process of AES Block 

 
 

Figure 3: Functions performed by Rounds in AES Block 
 

 
 

Figure 4: Encryption of Leena 
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Table 1: Hash Function for Leena 
 

Data Set Leena 

Hash for original image 
9bd8d9291ae2154e89960d8fc8da

46313b0f4090 

Hash for decrypted image 
9bd8d9291ae2154e89960d8fc8da

46313b0f4090 
Hash generated for 

Signature 
9bd8d9291ae2154e89960d8fc8da

46313b0f4090 

Hash Verification 
Hash Matched Successfully. Hence 

Verified. 

 
4. Result Analysis 
 

In this proposed work, ten images are taken for 
encryption and authentication scheme. The analyze 
parameters: Variance, Standard Deviation, Covariance 
and Correlation Coefficient and also compared the 
other encryption schemes with our proposed scheme.  
 

Table 2: Performance results of proposed technique 
on various data sets. 

 

Data Set 
Var 
(β) 

SD() Covar (α,β) CC 

Flowers 0.084 0.2899 0.000079045 0.001 

Fruit Basket 0.084 0.2898 0.000032595 0.00031097 

Airplane 0.0841 0.29 0.000069906 0.0019 

Model 0.0839 0.2896 0.0001315 0.0016 

Cameraman 0.0841 0.29 -0.000032218 -0.00045729 

Fruits 0.0842 0.2902 0.00018745 0.0033 

Hills 0.0837 0.2894 0.00018644 0.002 

Leena 0.0839 0.2896 0.000079072 0.001 

Gamer 0.0841 0.2899 0.000002087 0.000033251 

Baboon 0.0841 0.2899 0.000001099 0.000023428 

 
Correlation coefficient varies per image. The results are 
shown in figure 5 verifies the fact that if the images 
contain large area of black or white pixels, the 
correlation may give false positive. This technique 
tends to make the correlation coefficient of encrypted 
image towards zero (0), which means the encrypted 
image has no similarity with actual image. 
 

 
 

Figure 5: Correlation Coefficient graph of different 
encrypted images 

 
Table 3: Encryption time comparison among different 

schemes (time in seconds) 
 

Input File 
Size(Kb) 

DES TDES AES Proposed 

114 0.51334 1.10031 0.91387 0.31323 

168 0.54042 1.71358 0.96522 0.501236 

152 0.53045 1.50382 0.96211 0.44321 

65.3 0.46614 1.0172 0.92415 0.48465 

136 0.51334 1.10031 0.91387 0.38987 

178 0.56167 1.98931 0.96725 0.33568 

1.52 0.40242 0.98336 0.82231 0.45798 

462 0.61837 2.26394 1.01892 0.35561 

96 0.50019 1.08931 0.93631 0.34126 

 
From table 3, it is clear that the most time consuming 
approach is Triple-DES or TDES, while the least time 
consuming is by proposed technique. However, DES 
suffers a lot from security issues. The small key space 
offers less security. TDES scheme is equivalent to 3 
rounds of DES and hence, the key space is undoubtedly 
large enough to provide better security model than 
DES. But this security comes with the compromise of 
encryption time. 
 Most recent standard AES is more secure and faster 
in operation than TDES. AES is nearly twice the time 
faster than TDES but it is slow as compared to DES. The 
security benefits of AES overcome the large encryption 
time drawback it possesses. The proposed approach 
has faster encryption rate than AES, TDES and DES.  
 

Conclusion 
 

In this proposed technique, the design and analysis of 
AES along with our own proposed signature generation 
system. This technique has less computational 
complexity as compared to RSA, sha1sum or even md5. 
The comparison of the proposed scheme with others 
had done in this paper. This delivers completely 
lossless results and provides authentication, which is 
the main significance of the approach. This also 
maintains the data size of image on storage. Also it 
provides data integrity. 
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