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Abstract 
  
Cloud computing is a computer technology that provides computation and storage resources on the internet. 
However, it is plagued by security issues despite its numerous advantages. In this paper, we reviewed the current 
major security issues in cloud computing such as lack of control of data, lack of trust and multi-tenancy. We have also 
discussed cloud computing and its service and deployment models and have presented ways by which the present 
security issues in cloud computing can be resolved.  
 
Keywords: Cloud computing, storage, security risks, deployment models  
 
 
1. Introduction 
 

1 Cloud computing, one of the most prominent 
buzzwords in the information technology (IT) world, is 
a large-scale parallel and distributed computing system 
(Dogra & Kaur, 2013). It is a collection of 
interconnected and virtualized computing resources 
that allow users to have full access to applications, 
software development and deployment environments, 
and computing infrastructure assets such as data 
storage and processing (Hussein & Mousa, 2012). The 
cloud computing model transfers the enterprise 
operating systems, applications, data centers, and 
storage servers on the cloud, thus, providing users with 
more flexible services that are transparent, cheaper, 
scalable, and highly available (Buyya et al, 2009).  
 Cloud computing provides a pool of computing 

resources that the users can access through the 

internet without having a detailed understanding of 

the infrastructure (Buyya et al, 2011; Sosinksy, 2011). 

Its two distinctive features include: (i) the use of 

computation resources is under demand, and (ii) the 

computational resources are assigned dynamically and 

accurately only when strictly required. Here, the users 

are not required to purchase and maintain the 

necessary resources including network, server, 

storage, application, service, etc. In cloud computing, 

these resources can be rapidly provisioned and 

released with minimal effort or interaction with the 

service provider (Dogra and Kaur, 2013).  

 However, there are many unaddressed security 
issues of cloud computing (Sangeetha and Saranya, 
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2014; Gokulan et al, 2014). The major security 
challenge with the clouds is that the owner of the data 
may not have control over where the data is placed. 
Some of the other security issues include 
authentication, network security, and legal 
requirements. In cloud computing, the impact of such 
issues is intensified due to multi-tenancy and resource 
sharing since actions from a single customer can affect 
all other users. With the increase in the use of mobile 
devices with internet accessibility including 
smartphones and tablets, the number of web-based 
malicious threats will also continue to increase (Donald 
et al, 2013). Moreover, it is important to secure data in 
the mobile cloud environment. Thus, the security 
issues in cloud environments should be addressed so 
as to allow a better and secure deployment of clouds 
throughout different industries (Ali and Rabiya, 2014). 
Recently, many research papers have focused on the 
security issues in cloud computing (Hashizume et al, 
2013; Gonzalez et al, 2012; Balasubramanian and Mala, 
2015). However, it remains unclear as to which are the 
most relevant issues in cloud computing with respect 
to vulnerabilities, threats, requirements and security 
solutions for cloud computing. Furthermore, the 
security aspects related to virtualization in cloud 
computing is a fundamental yet still underserved field 
of research (Fig 1).  
 

 Therefore, in this paper, we aim to discuss the 

various security issues in cloud computing and present 

their solutions. We have also described different 

service models and deployment models of cloud 

computing. We believe this review will contribute to 

the future research works in the area of cloud data 

security. 
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Fig. 1 Visual working definition of cloud computing (Mell and Grance, 2011; Badger et al, 2012; Dillon, Wu, & 
Chang, 2010) 

 
2. Service models for cloud computing 
 
Cloud computing involves the following three service 
models (Mell and Grance, 2011; Badger et al, 2012; 
Dillon, Wu, & Chang, 2010): 
 
2.1 Cloud Software as a Service (SaaS) 
 
Here, resources such as software or an application are 
provided to the user and can be accessed from any 
online device. The user is not required to manage or 
control the cloud infrastructure such as the network, 
servers, operating systems, storage, or even individual 
applications.  
 
2.2 Cloud Platform as a Service (PaaS) 
 
Here, the cloud provider provides a computing 
platform, tools, and development environment so that 
the users can build, test, and deploy web-based 
applications. The user cannot manage or control the 
cloud infrastructure but can control the deployed 
applications and application hosting environment 
configurations.  
 
2.3 Cloud Infrastructure as a Service (IaaS) 
 
Here, the cloud provider provides the user with 

processing facilities, storage facilities, networks, and 

other fundamental computing resources that the user 

can deploy and run the random software, which can 

include operating systems and applications. The 

consumer may not be required to manage or control 

this cloud infrastructure but can control the storage, 

operating systems, deployed applications, and selective 

networking components. 

 
3. Deployment models for cloud computing  
 
In cloud computing, there are three deployment 
models (Mell and Grance, 2011; Badger et al, 2012; 
Dillon, Wu, & Chang, 2010): 

3.1 Private cloud 
 

Here, the cloud infrastructure is exclusively used by a 
single organization that comprises multiple consumers 
(e.g., business units). The infrastructure may be owned, 
and managed and operated by the organization or a 
third party, and it may or may not exist on the 
organization’s premises.  
 

3.2 Public cloud 
 

The cloud infrastructure is owned by the cloud 
provider and is available for open use by the general 
public. A public cloud can be accessed by multiple 
users from multiple locations since the cloud houses 
different services from different customers. 
 

3.3 Hybrid cloud 
 

Here, the cloud infrastructure is a composition of 
distinct cloud infrastructures (private or public) that 
are bound together by proprietary or standardized 
technology. It enables data and application portability. 
 
4. Cloud computing architecture  
 
The cloud computing architecture can be divided into 
four layers: the hardware/data center layer, the 
infrastructure layer, the platform layer and the 
application layer, as shown in Fig 2 (Zhang, Cheng, & 
Boutaba, 2010).  
 

 
 

Fig. 2 Cloud Computing Architecture (Dogra and Kaur, 
2013) 
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Compared to the traditional service hosting 
environments, the cloud computing has a modular 
architecture. Each layer is loosely coupled with the 
other layers, thus, allowing each layer to evolve 
separately. 
  
4.1 Hardware Layer 
 
This layer is used for managing physical resources, 
including physical servers, routers, switches, and 
power and cooling systems. It is implemented in the 
data centers, which contain many servers that are 
interconnected through switches, routers or other 
fabrics. This layer is associated with issues like fault 
tolerance, configuring hardware, traffic management, 
and power and cooling resource management.  
 
4.2 Infrastructure Layer 
 
This layer, also known as virtualization layer, creates a 
pool of storage and computing resources by 
partitioning the physical resources in the cloud by 
using virtualization technologies such as Xen, KVM, and 
VMware.  
 
4.3 Platform Layer 
 
This layer consists of operating systems and 
application frameworks so as to reduce the burden of 
deploying applications directly into virtual machine 
containers. 
 
4.4 Application Layer 
 
This layer is placed at the highest level of the cloud 
computing architecture hierarchy. It deals with 
applications that can be used by the users. 
 
5. Security issues in cloud computing 
 
Security is a key requirement in cloud computing. The 
data processed in different clouds such as private and 
public clouds are subject to different security 
exposures. Hence, it is important to understand the 
various challenges associated with cloud computing. 
These issues can be studied in terms of the following 
aspects: 
 

5.1 Information Security 
 

This refers to the protection of confidentiality and 
integrity of data and ensuring data availability (Badger 
et al, 2012). Generally, measures such as 
Organizational/Administrative controls, Physical 
Controls, and Technical Controls, are considered for 
data security. The Organizational/Administrative 
controls specify who can perform different operations, 
including creation, access, disclosure, transport, and 
destruction, on data. The Physical Controls protect the 
storage media and the facilities housing storage 
devices. The Technical Controls are used for identity 

and access management, encryption of data, and other 
data audit-handling requirements for complying with 
regulatory requirements.  
 
5.2 Data Privacy 
 
This privacy addresses the confidentiality of data for 
specific entities (Badger et al, 2012). Privacy carries 
legal and liability concerns, and should be viewed also 
as an ethical concern. Protecting privacy in any 
computing system is a technical challenge. In a cloud, it 
is difficult to provide data privacy due to the 
distributed nature of clouds and the consumers’ lack of 
awareness regarding the storage of data and its 
accessibility.  
 
5.3 System Integrity 
 
Clouds require protection against intentional attacks 
on its functionality. A cloud has stakeholders, including 
consumers, providers, and a variety of administrators. 
It is important to partition the access rights for each of 
these groups while keeping malicious attacks at bay. 
Any lack of visibility into the mechanisms of a cloud 
makes it difficult for consumers to check the integrity 
of applications hosted by the cloud (Badger et al, 
2012). 
 Cloud computing is often associated with privacy 
and security issues, e.g., malware injection attack, 
wrapping attack, and DDoS attack, because of multi-
tenancy, outsourcing of application and data, and 
virtualization due to relocation to the clouds (Ristov et 
al, 2012; Chadha and Bajpai, 2012). With regard to the 
service models, the IaaS model only provides basic 
security such as perimeter firewall, load balancing, etc., 
but applications in the cloud require higher levels of 
security (Ali and Rabiya, 2014; Kuyoro, 2011). In the 
PaaS service model, the integrity of applications and 
proper enforcement of accurate authentication checks 
during data transfer should be maintained across the 
entire networking channels (Kuyoro, 2011). In the SaaS 
model, the applications are accessed using web 
browsers over the internet; therefore, there is a need 
to provide web browser security (Kuyoro, 2011). With 
regard to deployment models, a hybrid cloud is more 
secure than public and private clouds. The private 
cloud is more secure than the public clouds, which is 
considered as the least secure model (Kuyoro, 2011; 
Ali and Rabiya, 2014).  
 Most of the security problems in cloud computing 
can be broadly categorized into three aspects: (i) loss 
of control of data, (ii) lack of trust (mechanisms), and 
(iii) multi-tenancy.  
 

5.4 Loss of control of data  
 

The users can lose the control over data in cloud 
computing because of the third-party models of the 
cloud. The data, applications, and resources are located 
with the provider; the user identity management is 
handled by the cloud; and the user-access control rules, 
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security policies, and enforcement are managed by the 
cloud provider. The consumer has to rely on the cloud 
provider for data security and privacy, and availability, 
and monitoring and repairing of services or resources.  
 
5.5 Lack of trust (mechanisms) 
 
The cloud computing process is associated with certain 
risks due to loss of control in passing sensitive data to 
other organizations. However, trust relationships, 
including weak relationships, must exist between the 
user, cloud provider, and other third parties so that a 
service can be provided quickly (Pearson and 
Benameur, 2010). When a cloud service is adopted, a 
significant risk is introduced because of non-
transparency and the globalized nature of the cloud 
infrastructure. Organizations that outsource key 
business processes in the cloud may not even know 
that the contractors also sub-contract and may be 
unaware of the identity of the sub-contracting cloud 
providers in this chain. Moreover, the data protection 
measures may not be propagated down the contracting 
chain, and the customers may not trust some of the 
subcontractors. Therefore, ‘on-demand’ and ‘pay-as-
you-go’ models may be based on weak trust 
relationships, which involve third parties with lax data 
security practices. In order to provide extra capacity in 
real time, new providers can be added to the chain but 
they may not be adequately verified regarding their 
identity, practices, reputation, and trustworthiness. 
 

5.6 Multi-tenancy  
 

In cloud computing, multi-tenancy refers to sharing of 
resources and services to run software instances that 
serve multiple consumers (tenants) (OWASP-10). The 
main reason for cloud providers to have multi-tenancy 
is to reduce the costs by sharing and reusing resources 
among tenants. Here, the physical resources and 
services, as well as administrative functionality and 
support, can also be shared. In a multi-tenant 
environment, security depends more on the logical 
segregation (at multiple layers) rather than on the 
physical separation of resources. Some of the security 
issues due to multi-tenancy are as follows.  
 

(i)Inadequate logical security control: Here, the 
security is more dependent on the logical segregation 
(at multiple layers) than on the physical separation of 
resources. Therefore, this indicates that a tenant 
deliberately or accidentally cannot interfere with the 
security control of the other tenants.  
(ii)Malicious or ignorant tenants: A malicious or an 
ignorant tenant can become a security risk if the 
provider has weaker logical controls among the 
tenants.  
(iii)Shared services can become a single point of 
failure: Due to the inappropriate architecture of the 
common services, they can easily become a single point 
of failure on misuse or abuse by a tenant. 
(iv)Uncoordinated change controls and 
misconfigurations: When multiple tenants share the 

underlying infrastructure, all changes are required to 
be well-coordinated and tested.  
(v)Co-mingled Tenant Data: The providers tend to 
store the data from multiple tenants in the same 
database, table-spaces, and backup tapes so as to 
reduce the costs. This may make the data vulnerable 
and can lead to data destruction, especially if the data 
is stored in shared media (databases, backups, and 
archives).  
(vi)Performance Risks: Due to the involvement of 
multiple tenants, one tenant’s heavy use of the service 
may impact the quality of service provided to other 
tenants.  
 
Other security concerns from users can be briefly 
summarized as follows (Gupta et al, 2011):  
 
• System failure and data availability: When storing 
data at remote systems owned by other parties, there 
may be a risk of system failures of the service provider.  
• Data error: Client data should be error free on the 
cloud. In the case of incorrect storage strategy, the data 
stored in the cloud, which is remote to the client, might 
not be stored correctly on the storage server of the 
Cloud.  
• Long-term availability: The users must be able to 
access their data whenever they need it even if the 
cloud computing provider is acquired and swallowed 
up by another company.  
• Data location: The clients are unaware of the 
whereabouts of data or the exact location where their 
data is stored.  
• Data segregation: The client needs to be sure that 
encryption must be available at all stages, which must 
be designed and tested by experienced professionals.  
• Data recovery: Clouds provide data recovery to some 
extent in the case of a disaster. If a provider does not 
replicate the data and application infrastructure across 
multiple sites, then there can be a complete loss of the 
data. 

 
6. Resolving Security Issues in the Cloud 

 
The different security issues in the cloud can be 
resolved using different ways. The lack of control of 
data can be minimized but since the data applications 
may still need to be in the cloud, the consumers may 
not be able to manage taking back control. The trust 
mechanisms followed in cloud computing need to be 
improved by leveraging technology, policy, regulation, 
and contracts (for example, incorporating incentives). 
A high level of trust should be provided with respect to 
the degree of isolation. Multi-tenancy may be 
minimized by adopting a private cloud, but this may 
compromise with the basic reasons for using a cloud. 
Alternatively, virtual private cloud (VPC) can be used, 
but it is still not a separate system and requires strong 
separation. Although these provide superior isolation, 
the consumers’ data is still stored on actual servers 
along with other consumers’ data but are logically 
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separated. If the actual server fails, all the consumers’ 
data and applications stored on it are also lost.  
 The present isolation facility within the clouds (i.e., 
virtualization) can be easily attacked (Grobauer et al, 
2011; Afoulki et al, 2011, 2012), especially when the 
same physical hardware hosts many tenants in the 
cloud. Therefore, the cloud service providers should 
use (i) encryption scheme for data security; (ii) 
stringent access controls to prevent unauthorized 
access to the data; and (iii) scheduled data backup and 
safe storage of the backup media. This requires the 
establishment of information security system and 
trustworthiness between both the cloud providers and 
the clients (Shaikh and Haider, 2011).  
 

6.1 Minimization of loss of control 
 

There are many layers of access control in cloud 
computing (Masud et al, 2013). Depending on the 
deployment model used, some of these accesses are 
controlled by the provider and the rest are controlled 
by the consumer. However, the provider is required to 
manage access control procedures (to the cloud) and 
user authentication in all deployment models. In some 
cases, the consumer-side can manage its users as well 
as the access control. For this, there should be a high 
level of trust between the user and the provider with 
respect to security, management, and maintenance of 
access control policies. However, this can be difficult 
when numerous users from various organizations with 
different access control policies are involved. In 
consumer managed access control, the consumer 
retains the access control decision-making process and 
is required to put less trust on the provider. This model 
requires a pre-existing trust relationship and a pre-
negotiated standard way to describe the users, 
resources, and access decisions between the client and 
provider. Furthermore, such an approach should be at 
least as secure as the traditional access control model.  
The effect of the failures of underlying components 
needs to be known so that correct recovery measures 
can be performed. This can be resolved with an 
application-specific run-time monitoring and 
management tool (Jansen and Grance, 2011). The 
application logic should allow the consumer to monitor 
all aspects of the application as well as the data flow. 
The run-time monitoring and management tools 
should 1) aid the application user in determining the 
status of the cloud resources; 2) help in determining 
the real-time security posture of the application; 3) 
enable the user to move the application (or part of it) 
to another site; 4) enable the application user to 
change the application logic on the fly; and 5) provide 
communication facilities with cloud providers. These 
monitoring tools may be further enhanced or used 
along with other tools to provide the required degree 
of monitoring. 
 The lack of control of data can also be minimized by 
using services from different clouds through an intra-
cloud or multi-cloud architecture (Grozev and Buyya, 
2014), However, the use of different clouds may lead to 

certain issues such as policy incompatibility and data 
dependency between clouds. Moreover, it is unsafe to 
spread sensitive data across multiple clouds as 
redundancy could increase the risk of exposure of data. 
 
6.2 Minimization of lack of trust 
 
In cloud computing, consumers cannot dictate their 
requirements to the provider, i.e., the service level 
agreements with the provider are one-sided. In 
particular, the communities of interest clouds have 
specific security policy requirements that should be 
communicated to the providers so that they can ensure 
that the requirements can be met. Thus, a policy 
language can be created to convey the policies and 
expectations of both the parties and used in an intra-
cloud environment (Someswar and Hemalatha, 2012). 
The consumers are also required to verify that the 
provided infrastructure and its purported security 
mechanisms meet the requirements stated in the 
consumer’s policy. This can be achieved by using some 
form of reputable, independent, comparable 
assessment, description of security features, and 
assurance and risk assessment by certified third 
parties. 
 
6.3 Minimization of multi-tenancy 
 
Multi-tenancy issues present another set of risk and 
trust requirements (Saraswathi and Bhuvaneswari, 
2013). Ideally, these issues can be reduced if multi-
tenancy is minimized; however, the providers cannot 
be forced to allow cloud access to only a few tenants. 
Therefore, this can be resolved by increasing isolation 
between tenants and increasing trust in the tenants.  
The lack of provision of proper security in local devices 
can allow malicious services on the cloud to attack 
local networks. Presently, the local host machines 
include desktop computers, portable laptops or mobile 
devices, which may not be secured given the cloud 
consumers’ concerns about the security of the cloud 
provider’s site. Thus, this lapse in security can 
compromise the cloud and its resources for other users 
also (Kumar et al, 2013). Therefore, devices used to 
access the cloud should have strong authentication 
mechanisms, should be tamper-resistant, and should 
have cryptographic functionality in case of traffic 
confidentiality. 
 Another concern in cloud computing is the 
robustness and durability of these devices. Thus, 
memory curtaining techniques can be used for 
sensitive areas of memories that contain the master 
keys generated by users (i.e. provides isolation of 
sensitive memory areas). In addition, remote 
attestation or Trusted Platform Module type 
requirements can also be used. 
 

Conclusions 
 

Cloud computing is a service model that provides 
computation and storage resources on the internet. 
However, despite its advantages, cloud computing 
involves many security issues. The cloud users have 
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less control over the data and applications being used. 
In addition, the cloud environment is more subjected to 
data theft, unsecured internet access, and malicious 
access. Therefore, efforts have been made to enforce 
confidentiality, privacy and integrity of data. The 
solutions to cloud computing security issues should be 
based on the identification of the problems and 
approaches in terms of loss of control, lack of trust, and 
multi-tenancy problems. 
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