
 

 

4038 | International Journal of Current Engineering and Technology, Vol.4, No.6 (Dec 2014) 

 

Research Article 

International Journal of Current Engineering and Technology  
E-ISSN 2277 – 4106, P-ISSN 2347 - 5161 

©2014 INPRESSCO
®

, All Rights Reserved 

Available at http://inpressco.com/category/ijcet  

Visual Cryptography for Providing Privacy to Biometric Data 
 

Santosh Varpe
Ȧ* 

 

ȦComputer Engineering, Vishwabharati Academy’s College of Engineering, Ahmednagar, India 

   

Accepted 30 Nov 2014, Available online 01 Dec 2014, Vol.4, No.6 (Dec 2014) 

 

 

Abstract 

  

It is important to keep privacy of biometric data that stored in a central database. using   visual cryptography it is easy to 

enhance the privacy of biometric data such as face images, palm images, iris code. A private face image is dithered into 

two images and stored them on two different database server. When the both images combine together after that we find 

the private image. Visual Cryptography is a process of creating shares from an Image so that it would become 

unreadable for unauthenticated person. This paper implements visual cryptography for color images 
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1. Introduction 
 

1
 In general, biometrics is a collection of measures of 

human physiology and behavior. A biometric system 

could scan a person's fingerprint or analyze the way he 

types on a keyboard. The purpose of most biometric 

systems is to authenticate a person's claimed identity. 

There are various application where authentication is 

required (such as online banking, mobile phones, 

computer data) for this biometric is best way for  

providing robust or high authentication. Many biometric 

techniques are available such as fingerprint, face, iris, 

retina, palm print, ear, gait, keystroke, odor, voice, hand 

geometry and signature. Among all of this face recognition 

is best option for authentication. 

         For example three persons have deposited their 

money in a bank account. These persons do not trust each 

other and  they do not want a single member of themselves 

to withdraw the money. However, they assume that 

withdrawing money by two members of the group is not 

considered a conspiracy; rather it is considered to have 

received "authorizations". Therefore, they decided to 

encode the bank code into three partitions so that any two 

or more partitions can be used to reconstruct the code. 

Since the person representatives will not have a computer 

with them to decode the bank code when they come to 

withdraw the money, they want to be able to decode 

visually: each person gets a transparency. The 

transparency should yield no information about the bank 

code. However, by taking any two transparencies, 

combining them together and aligning them, they will get 

a secret number". How can this be done? The solution is 

proposed in 1994 by Naor and Shamir  who introduced a 

simple and secure way that allows secret sharing without 

any cryptographic computation, which they called as 

Visual Cryptography Scheme (VCS). 

                                                           
*Corresponding author: Santosh Varpe 

With the rapid changes of network technology, it is easy to 

transmit multimedia information on the Internet. Many 

times confidential information  such as company project 

work, military information are transmitted over the 

Internet. Before using secret images, firstly security issues 

should be taken into consideration because hackers may 

utilize weak link over communication network to steal 

information that they want .To deal with the security 

problems of secret images, various image secret sharing 

schemes have been developed. Visual cryptography is 

introduced by first in 1994 Noar and Shamir. The 

following fig 1.shows the encryption and decryption of 

image using cryptography. 

  

 
 

Fig.1 cryptography 
 

Cryptography is a method of storing and transmitting data 

in a particular form. The term is most often associated 

with scrambling plaintext or clear text into cipher text 

called encryption then back again called decryption. 

 Now, Advantages and disadvantages and Applications 

of visual cryptography  
 

Advantages 
 

1) Simple to implement. 

2) Lower computation cost since secret message is 

recognized only by human eyes. 
 

Disadvantages 
 

1) The contrast of the reconstructed image is not 

maintained. 
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2) Perfect alignment of the transparencies is 

troublesome.  

 

 
 

Fig.2 Example of Visual Cryptography 
 

Problem Identification 
 

Applications 

 

1) For providing the high level of security to Biometric. 

2) For the watermarking. 

Possibility of   biometric data stored on the database server 

may be altered by attacker. Due to this authorize user will 

not access the system. For this visual cryptography 

technique can be applied on biometric template. It 

provides the high security to user. There is many attacks 

that attack on biometric data. 

 

2. Research Objectives 

 

 One of the main objectives for visual cryptography is 

to achieve Security. It is  hard  to obtain the private 

biometric image from the individual stored sheets 

because of visual cryptography.  The private image is 

found only when both sheets are available. 

 To keep the quality of original image as it is after 

decryption. 

 It is numerous efforts to protect data stored in 

distributed databases from unauthorized modification 

and inaccurate updates. 
 

3. Authentication of shares 
 

Firstly share1 and share2 are combine and face image 

shares of visual cryptography are match together if match 

then image is display otherwise image does not display. 

Suppose the data D is divided into n shares D can be 

constructed from any k shares out of n complete   

knowledge of k-1 shares reveals no information about D. 

K of n shares is necessary to reveal secret data.   

 
 

Fig.3 Authentication of user 

 

Conclusion 

 

Using visual cryptography it is easy to increase the privacy 

of biometric data such as face images, iris code. A private 

face image is dithered into two images and stored them on 

two different database server. When the both images 

combine  together after that we find the private image. It is 

impossible to recover the original image without  

accessing both the shares. It is  hard to attackers to decrypt 

the data of database. if he try to decrypt the share of one 

database server, he cannot access the application he need 

the both the shares of distributed database server. 

 Performance of visual cryptography depends on 

security, accuracy, share generated. Visual cryptography 

provides the best authentication for the biometric 

authentication system. Increasing the more shares it 

decreases the decrypted image quality. So use the optimal 

shares for accuracy. 
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