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Abstract 

  

This paper is to analyze the performance of Skein, Keccak and Grøstl Algorithm (SHA-3 candidates) on ARM Platform. 
ARM is world’s leading supplier of microprocessor technology and heart of digital electronic products. SHA -3 
competition was announced by NIST on November 2, 2007 to complement the older one SHA-1 and SHA-2 hash 
algorithms. This paper is a proposal to present the comparison of three out of five SHA-3 final round candidates. These 
three algorithms will be analyzed on ARM Processor series: M4, ARM7TDMI and A9 to make a comparison of their 
performances.  
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1. Introduction 

 
1
Cryptography is a science which is helpful for designing 

and developing the cryptographic systems. These systems 
are called cryptosystems, which contains various methods 
for encryption and decryption purpose. Cryptographic 
hash functions are valuable tools in cryptography that is 

why they are widely used in many areas of information 
security to provide secure communication over the 
network.  
     The most commonly used hash functions MD4 and 
MD5 are the base of SHA family: SHA-0, SHA-1 and 
SHA-2. But, due to some attacks found on existing SHA 

Family, NIST has announced SHA-3 competition. NIST 
has performed three rounds of competition on SHA 3. 
Initially receiving 64 entries, NIST has selected 51 
candidates for first round, 14 candidates for second round 
and then offered one year time for public reviews. Based 
on the public review and cryptographic community’s 

feedback, NIST has selected 5 candidates for third and 
final round of SHA-3 (Gurpreet Kaur ,2012). 
 
1.1    Cryptographic Hash Functions 
 

Hash function is a function, in which a message i.e. a 

string of an arbitrary length is given as input, then apply 
compression function on it to produce a fixed hash value 
that is called message digest or hash code. The 
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compression function used to compute the hash value is 

called hash function.  
 
1.2    Cryptographic Hash Function Properties 
 
Any hash function which satisfy or maintain the following 
properties would be the strong and more secure function 

(IAR ,2012): 
1. If a message M is given then it should be easy to 

compute its hash value i.e. H (M) by applying the 
hash function. 

2. Pre-Image Resistance. 
3. Second Pre-Image Resistance. 

4. Collision Resistance. 
 

1.3    Secure Hash Family 
 
SHA family belongs to SHA-0, SHA-1, SHA-2 and SHA-
3 hash algorithms. The basic principle of these algorithms 

is to generate fixed length output by taking inputs of 
variable length messages. 
 
1.4    ARM Significance:   ARM has different product 
range and can mainly be classified as Classic Processors 
(ARM7, ARM9, ARM11 etc.), Embedded Cortex 

Processors (Cortex „M‟ series and Cortex „R‟ Series), and 
Application Cortex Processor (Cortex „A‟ Series). In this 
paper, we will evaluate the performance of algorithms 
under discussion on 32 bit processor platform of 
Embedded Cortex Processor i.e. Cortex M3. We will use 
IAR embedded workbench for ARM (simulator) for 
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executing the C code of the algorithms (Guido 

Bertoni,2011). For evaluating the performance, rather than 
using execution speed in units of time, we will use the 
parameter as „Cycles per Byte‟.  
 
2. The Algorithms 

 

2.1     Skein   :  Skein hash algorithm supports three 
different internal state sizes: 256 bits, 512 bits and 1024 
bits. Each of these state sizes can support any output size. 
Skein is based on three main components: Threefish block 
cipher, Unique Block Iteration (UBI) and Optional 
Argument System (OAS) (Chen Rafael ,2011). The basic 

construction of Skein Hash Algorithm is shown below 
 

              
Figure 1: Skein Hashing 

 
Threefish: It is the core of Skein algorithm and defined 
with 256, 512 and 1024 bits block sizes. 

  
Figure 2: Four Rounds of Skein-512 
 
Mix Function: It computes XOR ,Left Shift Rotation and 

ADD on two x and y inputs. i.e.  
 

 
 

 
 
Figure 3: The MIX Function 
 
UBI: It is more like a chaining method that makes use of 
Threefish block cipher to build a compression function 
which further maintains fixed output size. 

 

2.2    Keccak 

 
Keccak is based on Sponge construction that is a 
combination of two phases: Absorbing and Squeezing. 
Sponge construction operates on state of b-bits. This state 
contains two parameters bit rate (r) and capacity(c). 
 

Absorbing: This phase XOR’s the r-bits input blocks with 
r-bits of the state and interleaved with the application of 
permutation function (f). When all input blocks are 
processed, Sponge construction switches to the squeezing 
phase (NSI ,2011). 
 

 
 
Figure 4: Sponge Construction  
 
Squeezing: This phase returns first r-bits of the state as 
output, then these output bits will be interleaved with 
function (f) only if user want more output. The selection of 

output blocks depend upon the willingness of user. 
The last c-bits run individually which means they will 
never affected by input blocks and never output during the 
squeezing phase.  
 
1.3Grøstl:  

 
Grøstl is an iterative hash function with a compression 
function built from two fixed, large, distinct permutations. 
The principles upon which Grøstl is based are very 
different from those which are used in other SHA-3 family 
(R. Sobti ,2012).  

 
 

 
 
Figure 5: The Grøstl Hash Function 
 
Compression function:- function f is a compression 

function which is based on two underlying l-bit 
permutations P and Q. It is defined as: 
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Figure 6: The Compression Function 
 
Figure7. is showing that how operations are carried out in 

Grøstl algorithm. It is completely based on AES and DES 
that’s why the four basic operations of AES algorithm 
have been used here 
 

 
 
Figure 7. One round of the Grøstl permutations P and Q is 

a composition of four basic transformations. 
 

3. Work Proposal 

 
Skein, Keccak and Grøstl can produce any of these output 
states: 256, 512 and 1024 as per user requirement for all 

kind of input messages. We have coded and implemented 
these three algorithms for 512 bit hash value of the output. 
Our purpose is to test the performance of these three 
algorithms on target platform (i.e. ARM platform) to get 
realistic results rather than optimized results which will 
vary according to the level of optimization of the code. We 

will run and test these algorithms on ARM platform by 
using IAR Embedded Workbench Toolkit. Then based on 
the results, the performance will be analyzed. 
 

Conclusion And Future Work  

 

On results basis, we will conclude that which algorithm 
performs better than the other two on ARM platform and 
will be able to analyze that which algorithm runs better on 
what series of ARM Platform. As future work, the 
algorithms may be evaluated after optimization. 
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